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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

1. Huwéng dan cai dit va sit dung thiét bi USB Token

1.1 Giéi thiéu chung

Tén co quan
Ho tén
Chirc vu
Ma vach

‘Thiét bi USB Token la thiét bi luu trit chimg thur s va khéa an toan, khi dang ky chimg
thu s0, moi nguoi st dung s€ duogc cap phat mot thiét bi USB Token.
1.2 Hwéng din cai dat

1.2.1. Yéu cau phan ctrng va hé diéu hanh
B6 nhd Ram tdi thiéu 64MB, c6 cong USB, st dung hé diéu hanh Windows 9x,
Windows 2000, Windows 2003, Windows XP, Windows Vista 32bit, 64bit, Windows 7 32bit,
64bit.

1.2.2. Cai dit trinh diéu khién va thay ddi mat khau eToken

1.2.1.1  Thiét bi eToken

1.2.1.2  Cai ddt trinh diéu khién thiét bi eToken
Buéc 1: M¢ dia CD dugc cép phat

La Li e ||

E

Chung thu driver Huong dan  vSign Setup
50 etoken su dung

Chon thu muc driver etoken — chon Win_32bit hodc Win_64bit tiiy vao h¢ diéu hanh
windows dang su dung.

Ll | PrIdient-=32-5.1-5P1
# # et Mindows Installer Package
{12,366 KB

Win_32bit Win_64bit

Nhép dtp chudt dé chay chuong trinh cai dit.
Chay:
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

- Dé biét dwgc h¢ diéu hanh minh dang sik dung la h¢ diéu hanh 32bit hay 64bit,
bam chugt phdai vao biéu twong My Computer (trén man hinh) — Properties.

i Scan with Panda Cloud Antivirus
cvs 3
Map network drive...

Disconnect network drive...

Create shortcut
Delete
Rename

Properties I

o Hé diéu hanh 32 bit (Windows 7):

e 3}«- 1B » Control Panel » All Control Panel Items » System v | ¥4 ||| Search Control Panel

@ -
Contrml Panel View basic information about your computer
B Device Manager Windows edition
) Remote seftings Windows 7 Professional
@' System protection Copyright @ 2009 Microsoft Corporatien. All rights reserved.
B Advanced system settings Get more features with a new edition of Windows 7
|
System |
Manufacturer: Dell i
Model: Vostro 3300
Rating: m Windows Experience Index
Processorn Intel(R) Core(TM) i5 CPU Mdeld @ 253GHz 2.53
GHz b
See also I System type: 32-bit Qperating Systeml
i Action Center Pen and Touch: No Pen or Touch Input is available for this Display
Windows Update Dell support i
Performance Information and Website: Online support
Tools
Computer name, domain, and workgroup settings i

o H¢ diéu hanh 64 bit (Windows 7):
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

=)

O Q "% » Control Panel » AII Control Panel Items » System Search Control Panel
9 N

Control Panel Home W
View basic information about your computer

9 Device Manager Windows edition

% Remote settings Windows 7 Professional

dﬂ EEeglpRiection Copyright © 2009 Microsoft Corporation. All rights reserved.

dﬂ Advanced system settings Service Pack 1

Get more features with a new edition of Windows 7

System
Manufacturer: Sony Electronics Inc. SONY
Model: VAIO® Computer
Rating: ﬂ\(our Windows Experience Index needs to be refreshed
Processor. Intel(R) Core(TM) i5 CPU M 520 @ 240GHz 240 GHz
Fystem type: 64-bit Operating System I
l teadlks Pen and Touch: Mo Pen or Touch Input is available for this Display

| Action Center

Windows Update Sony Electronics Inc. support

Performance Information and Phone number: 1-888-4SONYPC
Tools Support hours: 24 hours, 7 days support
— dilaas e Online siinnart -
— — e

- Doi véi Windows XP chii yéu la h¢ diéu hanh 32bit, Windows Vista 32bit vi 64bit
giao dién kiém tra co khdac hon mot chut nhung van co thé kiém tra dwoc bang
phwong phap trén.

- B9 cong cu ky s6 GCA-01 chii yéu sir dung hé diéu hanh Windows 32bit, doi véi h¢
diéu hanh Windows 64bit, chirc nang chugt phai cia phan mém khong hién thj con
cdc chirc nang khdac déu hoat dong tot.

Bwéce 2: Cai dat driver USB Token

rﬁ GCA-01 Setup =) A
Welcome to the GCA-01
SafeNet Installation Wizard
Authentication

Client

The Setup wizard will install GCA-01 on pour computer.

It iz strongly recommended that pou cloze all'Windows
L5 Rl programs before running the Setup wizard.

Click Mest to continue, |

| Mewt > | [ Cancel ]

Chon Next
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

4 GCA-01 Setup = %
-
Interface Language e
Select the interface language. (slafENe‘:.

Select the GCA-OT interface language:

Vietnamese -

[ < Back ][ Mext » ] [ Cancel

%

Chon ngdn nhir “Vietnamese” va chon Next

L

14 GCA-01 Setup = X

License Agreement .
Fleaze read the following license agreement carefully. (S,afENe':'
SAFENET SOFTWARE LICENSE TERMS -
SafeNet Authentication Client |
Legal notice:

SafeMet software is not sold; rather, copies of SafeNet software are

licensed all the way through the distribution channel to the end user.
UMLESS YOU HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFEMET THAT
COMNTROLS AND ALTERS YOUR USE OR DISTRIBUTION OF THE SAFENET
SOFTWARE, THE TERMS AND CONDITIONS OF THE APPLICABLE LICENSE
AGREEMENTS BELOW APPLY TO YOU. Please read the agreements -

@ aceept the license agreement

(0| do not accept the license agreement

[ < Back ][ Mext > ] [ Cancel ]

= = =

Chon “T accept the lecense agreement”, chon Next

Chon Next

) GCA-01 Setup = 53 =
Destination Folder -
Select a folder in which the application will be installed. @afENe‘:-

Setup will install the files for GCA-01 in the following folder.

Toinstall in a different folder, click Browse, and select another folder.

Destination Folder

C:\Pragram Files\GTATTY

< Back ][ Mext > :] [ Cancel

% e e ——
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

iGCA—UlSetup (=

Updating System
Pleass wait whils GCA-I1 is being installed. feNet.

Copying new filez...

File: Copying new files. ..
Directory:
Size:

Cancel

Chon Next

im—m Setup S e

GCA-01 has been successfully
installed.

SafeNet
Authentication
Client

Click Finish to exit Setup.

(Sprene

Chon “Finish” dé két thiic qua trinh cai dat thiét bj USB Token.

Buéc 3: Kiém tra xem duéi goc phai man hinh c6 biéu twong USB Token

Hoac vao menu Start — SafeNet — SafeNet Authentication Client

| SafeMet
. SafeMet Authentication Client
(S) SafeMet Authentication Client Tc
(S) SafeNet Authentication Client

1.2.1.3  Déi mdt khdu cho thiét bi eToken
Buéce 1: Cérp thiét bj USB Token vao cong USB ciia may tinh, thiy dén dé nhap nhay. 7
Budre 2: Nhap chudt phai vao biéu tuong USB Token 6 goc phai man hinh va chon “Doi Mat
khau cua token”.
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Théng tin chimg thu
Md khda token
B&i Mat khau cia token

Cdng cu
WVE SafeMet
Thodat

~ &2 ol W=

9/24/2013

Hodc vao menu Start — SafeNet — SafeNet Authentication Client — SafeNet

Authentication Client Tools
1. SafeMet
. SafeMet Authentication Client

@ SafeMet Authentication Client Te
@ SafeMet Authentication Client

Nhap chudt trai vao muc “Do6i Mat khau cia token”

(S) SafeNet Authentication Client Tools

)7/ﬁCA CHUONG TRINH QUAN LY GCA-01

e @ i 2

-
HHHH  DAIMtkhau cla token

- .

B e
D e

A ozt kt i SafeNet eToken Virtual

TRUNG TAM CHUNG THUC BIEN TU CHUYEN DUNG CHINH PHU ‘
BAN CO YEU CHINH PHU
Website: http://ca.gov.vm

Budre 3: Thay doi mat khau

'S Ddi M4t khiu: thaope I

M2t khiu hign tai cla token: sssssnss

Mat khdu mdi cla token: Ly

¥ac nhan Mat khau: ssessssnany

M&t khdu mdi c3n phai dép Ung vdi cac dac tinh thigt 13p d3 dude dinh nghi a trén token.

Mt M&t khdu bao mét o6 it nh& 8 ky tu, va chia chil vigt hoa, chil vigt thudng, s&, va cac ky tu
dac bigt (U 13 |, $, &, %),

Ngén ngli hiéntai: EN

A

Nhép mat khau hién tai vao 6 “Mat khau hién tai ctia token”. Nhap mat khau méi vao
6 “Mat khau méi cua token” va “Xac nhan Mat khau”. Sau khi nhap xong nhin “Pdng ¥ dé
xé4c nhan sy thay doi trén.

Giao dién thong bao thay d6i mat khau thanh cong
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

il N
Bdi Mat khau: thaopc M

@ M3&t khiu d3 thay d&i thanh céng.

—— —_—_— == — — —

— MGt khdu méi phdi c6 @6 dai it nhét 8 ky tw, phdi chiva chiv hoa, chit thuong va sé.

—  Ngwoi sir dung phdi nhé ky mét khau ciia minh.

—  Theo mdc dinh ciia thiét bi USB Token, nguwoi ditng nhép sai mét khau lién tiép qud
15 lan, thi USB Token sé tw dong khéa va ngwoi diing sé khong tiép tuc si dung
duwoc USB Token!

—  Dé mé khéa thiét bi ngwoi sir dung phdi lién hé va chuyén thiét bi vé cho cdc co

quan ding ky dé thuwe hién mé khéa.

>

1.2.3. Cai dit trinh diéu khién va thay d6i mat khau thiét bj ST3
1.2.3.1.  Thiét bi ST3

'
v, /

1.2.3.2.  Cai ddt trinh diéu khién thiét bi ST3

Buéce 1: Cim thiét bi USB Token vao cong USB ciia may tinh, mo chwong trinh “My
computer” nam trén man hinh

Lotus Hoithao =\WRLO00
Domi.e EXVGCA

R &

rl | Uotts Notes S|idestallsiRtailieuthuo e

Shows the disk drives and hardware connected to this computer.

M¢ 6 dia VGCA:
05 (C) RECOVERY (Z:)
= — | =%
&/ 221 GB free of 283 GB — 9,12 GE free of 14,6 GB
4 Devices with Removable Storage (2
&4 CD Drive (E:) VGCA
g DVD RW Drive (D:) -‘,‘_f 0 bytes free of 1,78 MB
i &= s
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Mame

#F | autorun.inf

I_;}? YGCA token.exe

,}i’ loader.exe

Kich dup chudt vao t¢p VGCA token.exe dé cai dat.
Buwére 2: Cai dat driver USB Token

Installer Language x

Lura chon ngdn ngir
(Please select a language)

[?\J’neh'\aﬂese

Chon OK

VGCA PKI Token Set
; L
faca
/ r){.'lh:le'h'!io'mlll'

H8 trg Cai dit VGCA PKI Token

Bidng tt ca cac churdng trinh khac trudc khi bat du cai dat.

I NS\T’Aht Nh&n "Cai dit” dé bat dau, dick ndt "Hiy bo" dé thodt
INO)J
TOKEN MANAGER

Chon Cai dat

y K&t qua Cai dat VGCA PKI Token
‘f—;‘r—‘d
/ / 1

Xbc/khiye B Bdo mit
VGCA PKI Token d3 dugce cai dat thanh cong.

| \ Click ndt “Hoan thanh” d& thedt..
INSTTALL

bt Al bl

TOKEN/MANAGER;

At teieaiesd

<Trolai |fHodnthanh | | Hiybé
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Chon “Hoan thanh” dé két thuc qua trinh cai dat thiét bj USB Token.
Budre 3: Kiém tra. q
Xem dudi goc phai man hinh c6 biéu tugng USB Token.

309 CH
05/05/2011

Hodc vao menu start - VGCA — PKI Token — PKI Token Manager.

1. VGCA
0 Hueng dan su dung
M Xac thuc-Bao mat
. PKIToken
,.)’ PKI Token Manager
) Uninstall

Giao dién PKI Token Manager:

o PKI Token Managef

m TOKEN MANAGER'

&% Céu hinh
-£\ B3 tén PKI Token
i E Thay déi PIN code

A
Xac thyc & Bao mat

TOKEN|MANAGER

1.2.3.3.  Déi mit khdu cho thiét bi USB Token ST3
Giao dién thay d6i mat khau

I PKI Token Manager

MGCA roenmmncen
Had tha & Bho min

-

-1, C&u hinh
= =
S pg Cal dat - Thay ddl PIN code

PIN code cii:

@ Lura chon I

i Cprhat PIN code mdi (8 dén 32k )

¥&c nhan PIM code mdi (8 dén 32 ky tu):

e | Hiybo |
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Nhép mat khau can thay vao 6 “PIN code cti”. Nhap mat khau méi vao 6 “PIN code
moi” va “Xac nhan PIN code méi”. Sau khi nhap xong nhan “Chip nhan” dé x4c nhan sy thay
ddi trén.

Giao dién thong bao thay dbi mat khiu thanh cong.

-

- PIM code da durgc it

— MGt khdu méi phii cé d¢ dai it nhit 8 ky tw, phdi chira chit hoa, chiv thwong va sé.

—  Nguwoi siv dung phdi nhé kj mdt khdu ciia minh.

—  Theo mic dinh ciia thiét bi USB Token, ngwoi ding nhdp sai mdt khéu lién tiép qud
06 lan, thi USB Token sé tw dpng khéa va nguwoi ding sé khéong tiép tuc sir dung
dugc USB Token!

—  Dé mé khéa thiét bi ngwoi siv dung phdi lién hé va chuyén thiét bi vé cho cic co
quan ding ky dé thuc hi¢n mé khéa.
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

2. Huéng dan sir dung b cong cu Ky s0 GCA-01 dé bao
mat va Ky so tai li¢u dién twr

2.1. Gidi thiéu chung
Bo cong cu ky s6 CGA-01 1a bo san pham cip phat cho ngudi dung cudi. Cac thanh
phan trong bd cong cu ky s6 GCA-01 gdm:
«  Thiét bi lvu khoa va ching thu s6 USB Token.
»  Dia CD chira chimg thu so, driver thiét bj USB Token.
« B0 phan mém ky sd vSign 2.3.
* Tailiéu gidi thiéu san pham.

Trong d6 b phan mém ky sé vSign 13 bo phadn mém cung cip mién phi cho nguoi sir
dung dé bao mat va xéac thyuc tai liéu dién tur trong moi trudong giao dich dién tr, b phén mém
vSign chi hoat dong trén cac hé diéu hanh Windows.

vSign st dung cac dich vu chig thuc chir ky s6 cua hé théng co sO ha tﬁng khoa cong
khai PKI chuyén dung Chinh phu dé tao chir ky sb an toan trén cac tai liéu dién tir va bao mat
cac tai lidu d6 bang cac thuat toan mat ma an toan.

vSign dam bao toan bd cac yéu cau vé xac thuc va bao mat tai licu:

* DPam bao tinh xéc thuc cua ngudi ky trén tai liéu ky.
*  DPam bao tinh toan ven dir li€u cua tai li¢u ky.

«  Pam bao tinh chong chdi bo khi ky tai licu.

*  Dbam bao tinh bao mat cua dir liéu.

2.1.1. Cac dic diém ciia vSign

+ Giao dién than thién dé dang str dung.

«  Sir dung cac chuan PKI cua thé gi6i vé chit ky s6 va ma hoa dit liéu: chuan khuon
dang chir ky s6 XaDES, chuan ma hoa dir ligu PKC#7, XML-Encryption,...

«  Céc thuat toan mat ma va ky s trong vSign dép ung danh muc tiéu chuan bat budc ap
dung vé chir ky s6 va dich vu chiing thuc chir ky s6 cta bo Thong tin va Truyén thong.

* Su dung cac dich vu ching thuc truc tuyén trén mang truyen s6 liéu chuyén dung
Chinh phu: gan dau thoi gian, kiém tra chimg thu sd tryc tuyén, ..

«  Tich hop dau thoi gian vao chir ky dién tir.

«  Kiém tra trang thai ching thu sd tryc tuyén khi ky s6 va bao mat tai li¢u.

* vSign dugc trién khai cho cac co quan thugc h¢ théng chinh tri.

2.1.2. Cac thanh phin chinh trong by phin mém vSign

« vSign - PDF ky sb va bao mat tai liéu PDF, cung cap cho ngudi dung thong tin xéac
thuc vé chu thé cua tai liéu, dam bao tinh tin cdy va toan ven ndi dung va an toan cta
tai liéu PDF trong giao dich dién tu.

* vSign - F ¢6 thé ky s6 va bao mat tit ca cac dinh dang tép dir li€u trén moi trudong
Windows.

«  vSign-Disk c6 thé tao cac 6 dia logic c6 bao mat véi dung lwong 16m.

* vSign - Mail co thé xac thuc va bao mat ndi dung cac van ban dugc soan thao trén cac
trinh soan thdo van ban thong qua b nhé dém clipboard ctia hé diéu hanh Windows.
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

/ Xac thyc va bao mat tai liéu
MS Office (Word, Exel,...)

Xac thye va bao mat tép duor
ligu (dinh dang bét ky)

Xéc thye va bao mat tai ligu
PDF
\
—
=

Bao mat 6 dia cirng, USB

_ | Xac thye va bao mat thw dign
| we

2.1.3. Cac chuan dap vng

«  Chuén khuoén dang ching thu sb X509 v3, phan mém vSign c6 thé sir dung cho cac
chtng thu s6 ctia cac nha cung cap dich vu khac c¢6 dinh dang chuan X509 v3.

«  Chuén khuén dang CRL va chimg thu sé theo RFC3280 (Certificate and Certificate
Revocation List (CRL) Profile).

* Ham bam bao mat (FIPS PUB 180-2) SHA-1, SHA-512.

«  Chuan khuon dang chit ky sé XAdES (XML Advanced Electronic Signatures) v1.3.2.

«  Chuan khuén dang ma dit liéu XML-Encryption.

«  Bao mat cho khéi an ninh phan cimg HSM (FIPS PUB 140-2) level 3.

«  Chuén gin dau thoi gian theo giao thirc TSP RFC3161 Time-Stamp Protocol (TSP).

«  Chuén ky s6 va bao mat tai liéu PDF theo ISO 32000-12.

2.2. Cai dit phan mém vSign2.3
Buée 1: Mo dia CD dugc cép phat theo chimg thur sb.

BOWIEL]

Chung thu so driver etoken Huong dan su vSign Setup
A.wn

Bude 2: Cai dat chuong trinh vSign Setup
- M¢ thu muc vSign Setup, chon setup.exe.
, dotnetfx

| L) setup.exe |
vSignSetup.msi
{5 vSignSetup

- Giao dién cai dat
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Welcome to the ¥Sign2.3 Setup Wizard

The installer will guide vou thiough the steps required ta install ¥Sign2 3 on your computer.

WARMIMG: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
of criminal penalties, and will be prozecuted to the maximum extent possible under the law

Cancel

- Chon Next

Select Installation Folder

The installer will ingtall +Sign2. 3 to the fallowing folder.

Ta ingtallin this folder, click "Mext". To instal to a different folder, enter it below or click "Browse"

Folder:

C:%Program FilesWGCakwSign2. 3 Browse. .. |
Dizk Cost... |

Install vSign2.3 for yourseff, or for anyone who uses this computer:

" Evervone

& Justme

Cancel

- Chon Next

Shortcuts

Setup can create shortouts o vSign2.3 on wour Desktop and in the Quick Launch bar. Would you
like Setup to create the shortouts?

¥ Yes, | would like to create the vSign2.3 shortcut on the Desktop

V¥ Yes, | would like to create the vSign2.3 shortcut in the Quick Launch bar.

Cancel

- Chon Next
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Confirm Installation

The installer iz ready ta install vSign2 3 on your computer

Click "Nest" to start the installation,

Cancel

- Chon Next

Installing ¥Sign2.3

vSign2. 3 is being installed.

Please wai...

Cance| ¢

- Chon Close d¢ két thiic qua trinh cai dat.

El Sign2.3

Installation Complete

vSign2. 3 haz been successfully inztalled.

Click "Cloge" to exit.

Please uze Windows Update to check for any critical updates to the \WET Framework.,

Cancel
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

2.3. Cau hinh cho phan mém vSign2.3
~ Chirc nang céu hinh hé thong gitip ngudi st dung c6 thé st cac dich vu chimg thuc chir
ky s6 khi xéac thuc va ﬁbéo mat dir liéu. , ‘ .
C6 hai cach d¢ khoi dong giao dién cau hinh cho phan mém:
Céch 1: Tu giao dién chinh click vao chirc nang cau hinh.

<~BHOIN

Xac thu'c va bao mat tai liéu dién tur

Wac thut £ Gidi thigu
4 Cac chufc nang chinh cla chitong trink
# s 1Ky 56
Chuc ndng ndy ding 98 ky taiBu dign t gdn vdi chong thir 8 noudi sO dung
J’_J tée thure chif ky 2 Kiém tra chif ki -
Chuc nang nay dong dg kigm tra tinh todn ven cha dif ligu d3 ky

3Ky sGfma hda

Bao mat = Chife ning thut hign ki 58 va ma hda dif (éu duac ke
A 4, Gidi mdfkiem tra chil ky
) Ky sfbao mat Chic ndng nay thuc hign vigc gidi ma dif igu va xac thie tai ligu
) 5.Danh sach
t’f wac thue chit kif/gidi m3 Chiic ndng nay high thi danh sach chithg thur =8 nguii dong hay scr dung
Chifng thur 58 ES
Danh sach

N

Trung tam chirng thure dign ke chuyen dang Chi

Céch 2: Chudt phai vao Traylcon trén khay hé thng va chon chirc nang “Cau hinh”.

Xac thuc - Bao mat tép

¥ac thuc - Bao mat t3i liéu PDF

¥ac thuc - Bao mat ndi dung »
Bao mat & dia ’
Quan ky chifng thur 58 theo nhom

Cau hinh hé thdng

Théng tin phan mém
Hudng dan sir dung

Két thic 10:50 AM
3/16/2011

w1 s

Thyce hién mdt trong hai cach trén giao di¢n cai dat sé nhu sau:
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.—|
e vors IR &

I
Sir dung dich vu cip dau thii gian

.
I Bia chi truy cap: htip:ffca.gov.vn/tsa
(htndica.gov.entsa)

Sir dung chifc nang ki€m tra tinh trang chifng thu s6
tru'c tuyén

Tiry chon dich vu kiém tra chimg thur s8

i@ Sir dung danh sach hiy ba (CRL)

Bia chi céng b& CRL: htp:ffca.gov.vn

(hitpoiica.gov.vn) l
() Sl dung dich vu OCSP

Cau hinh Proxy

[7] Sir dung may chi Proxy ‘
May chi Prooy: I
Cang: |0

sir dung tai khoan Proxy
Tén dang nhap:

Mat khau:

Lury o HUy BO g

2.3.1. Céu hinh tu dong gin du thoi gian
Dénh dau vao muc “Sir dung dich vu tem thdi gian” dé ciu hinh cho phép h¢ thong tur
dong gan dau thoi gian vao van ban ky so, bao mat.

|V] Sit dung dich vu cap dau thdi gian
M3y chi cap dau thai gian

Dia chi truy cdp: http://ca.gov.vn/tsa
(http://ca.gov.vn/ts3)

) Go vao tén may chi cung cap dich vu cap dau thoi gian, may chu fiéu thoi gian cua h¢
thong PKI chuyén dung Chinh phu http://ca.gov.vn/tsa, nhap ntt “Luu” dé luu cau hinh.

2.3.2. Cau hinh Kiém tra tinh trang hity b6 ching thw so
. banh dau vao muc “Str dung chirc nang kiém tra tinh trang chimg thu s6 truc tuyén”
dé cau hinh cho phép h¢ thong tw dong xac dinh tinh trang chimg thu s6 sir dung mot trong
hai dich vy: Kiém tra trang thai chimg thu s6 truc tuyén (OCSP) hay sur dung dich vu cung
cap danh sach chung thu bi huy bo (CRL).

@l Sit dung chifc ndng ki€m tra tinh trang chirng thu s6
2 tryc tuyén

@ Sir dung danh sach hiuy bé (CRL)
Dia chi cong bd CRL: http:/fca.gov.vn
(http://ca.gov.vn)
*) Sir dung dich vy OCSP
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Thong thuong, dia chi may chu truy cap may chu CRL dé trong, chuong trinh s& tu
dong tim kiém CRL, khi c6 may chu CRL khac véi dia chi luu trong chimg thu s6 thi méi
phai nhap dia chi may chu CRL, nhap nut “”’Luu” dé luu cau hinh

2.3.3. Cau hinh proxy

| it dung may chi Proxy

May chu Proxy:

Céng: |0
Sir dung tai khoan Proxy

Tén dang nhap:

Mat khau:

Khi hé thdng c6 ProxyServer thi phai cdu hinh st dung may chu Proxy cho chuong

trinh, nhap tén may chi Proxy hodc dia chi IP, nhap cong (thuong la 8080). Néu co thiét 1ap
tai khoan dé dang nhap Proxy thi nhap tai khoan va mat khau cho tai khoan.

Chi y: véi Proxy ISA nguwoi qudn tri hé thong cdn cai dat thém mgt s6 phwong thirc
xdc thuc kiéu Basic dé chwong trinh hoat dong dung

2.4. Huéng din sir phan mém vSign 2.3 dé ky s6 va bao mit
tai liéu dién tur
2.4.1. Khéi dong chuwong trinh xac thuc va bao mat tép

Dé khoi dong phan mém kich dup vao biéu twong chit “V” mau do trén man hinh
hodc chon Start — Programs — GCA-01.

Sticky Motes

P
IS Microsoft Office Excel 2007

ﬂ GCA-01

b

iy

Command Prompt

&

R .
ECA-01 ey VoignPdf

Chuong trinh sau khi dugc khoi dong s€ thuong tra trong bo nhd biéu tugng cia
chuong trinh ndm dudi khay hé thong
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Xac thu'c - Bao mat tép

¥ac thuc - Bao mat tai iéu PDF

Xac thuc - Bao mat ndi dung »
Bdo mat & dia »
Quan Iy chirng thur s& theo nhom

Cdu hinh hé théng

Théng tin phan mém
Hudng dén s dung

Két thic . = ¢ 10:50 AM
W 51672011

Giao di¢n chinh cua chuong trinh.

@ -BHON

Xac thu'c va bao mat tai li

Xéc thue A8 1 Gidithiéu
j B Cdc chirc nang chinh cla chu'ong trinh
e 1.KY 56
7 Chirc nang ndy dang d& ky t3i li8u dign £ s dung ch’ng thu sd.
)/ : ¥ac thue chit ky 2.Xdc thuc chif ky
Chifc nang nay ding d& ki€m tra tinh todn ven cla dif éu d3 ky.
Bao mat S 3.Ky s8/bao mat
Chi'c ndang nay thy'c hién ky s va ma hda di liéu dugc ky.
&) issmsomst 4.5c thue chi? ki gisi md
Chirc nang nay thu'c hién viéc giai ma dii iu va xdc thu'c t&i liéu.
F) xac thue chir ksgisima S.Danhsich o o )
=) Chifc nang nay s’ dung d& quan ly danh sdch chirng thu sd.
Chimng thur s§ =
| Danh sach

R
5an sang

2.4.2. Quan ly chig thu s6 theo nhém
Chuc nang quan ly ching thu s6 theo nhom gitp nguoi sir dung dé dang quan 1y danh
sach chung thu s trong truong hop danh sach chimg thu s6 16n, d€ khéi dong chire nang
quan 1y chimg thu s6 theo nhém, bam chugt phai vao biéu tugng chit “V” mau dé & goc phai
man hinh.

Xac thy'c - Bao mat tép
¥ac thuc - Bao mat tai iéu PDF

XAc thuc - Bao mat ndi dung 3
|_Bao mat & dia »

Quan ly chirng thu 56 theo nhom
Cdu hinh hé théng

Théng tin phan mém
Hudng dan sir dung

Két thuc 10:50 AM
5/16/2011

¥ s

Giao dién chinh ciia chirc ndng quan 1y ching thu s6 theo nhom:
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Danh sach chifng thu' 56 trong Windows Danh sach nhém chifng thu sé
4 & | Tim kigm: g, # & K | Tim kigm: &, 2
=+ PA71 (M)<pa71@quangninh.bca> - [=8+Y vaca

~=+ PH41 (M)<ph41@quangninh.bca>
4=+ userd3 (M)<userd3@ca.gov.vnz>
g TTTTCH.PV11 (M) <ttttch.pvl1@quangninh.bca:
t=+! Pho van phong CDAN (M)<ph an.pvl
g Phéng Céng tac Bang (M) <pxl6@quangninh.bc
g test0dl (M)<test0l@gdsr.gov.vn>
4= PX13 (M)<px13@guangninh.bca>
1= P¥11 (M)<PV1l@quangninh.bca>
1=+ Phogiamdoc.PTANTQ (M)<phogiamdoc.ptantq@
g i XDLL (M) i xdll@guang
{2 Pham Céng Thao (M)<thaopc@ca.gov.vn>
-3 SubCA
% Co quan chung thuc so Bo Tai chinh
% Co quan chung thuc so Bo Cong an
1= Co quan chung thuc so Bo Quoc phong
4=+ Co quan chung thuc so Dang Cong san =
g Co quan chung thuc so Chinh phu
=33 Root CA
Co quan chung thuc so chuyen dung Chinh phu {

-- user08 (M)<user08@ca.gov.vnz
-- userl? (M)<userl?@ca.gov.vnz
g userl? (M)<userl9@ca.gov.vn>
g userl2 (M)<userl2@ca.gov.vn>
g user0l (M)<userd1@ca.gov.vn>
g user07 (M)<userd7 @ca.gov.vn>
-- userld (M)<userl4@ca.gov.vn>
= userl® (M)<userl8@ca.gov.vn>
= user0® (M)<user09@ca.gov.vn>
= userds (M)<userd5@ca.gov.vn>
= userd3 (M)<userd3@ca.gov.vn>

| m | 3

‘I Lurus thay 66 || ‘I Bing ||

Giao dién c6 02 cot, cot thir nhét chia cac chung thu $6 trong kho luu trir cua hé diéu
hanh windows, cot thtr 2 thé hién cic nhém ching thu s0.

Trong cot thu nhét, ngudi st dung co thé cai dat thém cac chung thu $6 (co thé cai dat
nhiéu chimg thu sé ciing mot lac) hodc xoéa ching thu s6 (c6 thé x6a nhiéu ching thu sd).

Dé thém chung thu s6 vao cot 1, chon biéu tuong dau cong méau xanh bén goc trai:

Quan Iy chitng thu sa thea nhaom = VGCA

Daph sach chifng thu' s trong Windows Danh sach nhém chirng thu s6
4+ BL & | Tim kiém: &, & 4 7 % | Tim kigm: g, &

C6 thé thém nhiéu ching thu s6, dé thém ching thu sd, dua dia CD dugc cip phat
theo bd GCA-01 vao:

f - — — . — )
> Open — X
@@-‘ | . =« DVD RW Drive (F:) Van phong .. » Chung thuso » v| +y H Search Chung thu so ol ‘

Organize ~ B~ J 9
. =
=L Pictures “  Name Date modified Type
%, Videos . .
4 Files Currently on the Disc (4)
W& Homegroup B TR LA LL2Eo0dl oo D Dl foldar

; ‘ | . Chung thu so ma 4/26/2011 2:53 PM File folder

'l & Computer | RootCA 4/26/2011 2255 PM  File folder

b - P [ [ G0 DM, F

N & Local Disk (C3) ! Sub_CP 442642011 2:55 PM e folder

U + Elements (D)

| &4 DVD RW Drive (

|9

i i Microsoft Office =

| & Network

B I | 3

i File name: - ’(*.p‘h(,*.pem,*.cerﬁ‘crt,*.der) v]

|9

| [ Open ] I Cancel l

| ]

Chon thu muc chimg thu s ma, lwu ¥ ngudi st dung chi st dung chtng thu s6 ma:
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r N
%7 Open - —— —— . — ﬁ
.
@@-‘ | . « Chung thuso » Chung thu so ma - | 5 M Search Chung thusoma P [
Organize ~ - 0 @
<5, Pictures *  Name Date modified Type =l
B videos ) . El
4 Files Currently on the Disc (153)
«% Homegroup 0| certificate_3010616_Ngo-Sy--Tho-(M).crt ~ 4/26/2011 251 PM  CRT File
, 0| certificate_3010618_Vu-Minh-Khanh-(M)...  4/26/2011 2:51 PM CRT File
I & Computer I 0| certificate_3010620_Nguyen-Ngoc-Quyn..  4/26/2011 251 PM CRT File
: & Local Disk (C) 9| certificate_3010622_Luu-Ngoc-Yen-(M).crt  4/26/2011 2.51 PM CRT File
| + Elements (D) 9| certificate_3010624_Tran-Tat-Thanh-(M)... 4/26/2011 251 PM  CRT File
ol 54 DVD RW Drive ( 0| certificate 3010626 Hoang-Hong-Hanh-..  4/26/2011 2:51 PM CRT File
: + Microsoft Office|= 0| certificate_3010628_Dao-Van-Cuong-(M).. 4/26/2011 2:51 PM CRT File
i o certificate_3010630_Nguyen-Quang-Vinh.. 4/26/2011 251 PM  CRT File
I G! Network | | certificate_3010632_Nghiem-Bac-Hung-..  4/26/2011 251 PM  CRT File
: 9| certificate_3010634_Le-Hai-Dao-(M).crt 4/26/2011 251 PM  CRT File
tf\— 7777777 1 717 I
M File pame: "certificate_3010632_Nghiem-Bac-Hung-Ha ~ l(*‘pfx,*‘pemﬁ.cer,*.crt,*‘der) 'I
f
i [ Open ] I Cancel ]
i

bé x0a ching thu s6 trong ¢t mot, chon chimg thu sé cin xda (c6 thé chon nhiéu
ching thu sb dé x6a) sau d6 chon biéu twong “x” bén goc trai dé xoa cac ching thu sb.

Quan ly ching thu 56 theo nhom = VGCA

D h chirng thu s6 trong Windows Danh sach nhom chirng thu s6
-'h- Tim kigm: & 2 + & ¥ | Tim kiém: & @

bé tim kiém cac chirng thu s6 bén cot 1 ¢6 thé su dung chirc nang tim kiem dat goéc
dudi cot 1, go tén chimg thu s6 can tim vao 6 tim kiém, cac chig thu s6 c6 chira day ky tu
tim kieém s€ dugc dugc danh dau mau vang.

@ Quan Iy ching thu s6 theo nhém - VGCA = =T
o %

Danh sach chifng thu 56 trong Windows Danh sach nhom chifng thu s6
4 % & | Tim kiém: user & & + 7 ¥ | Tim kigm: g, &
(=3 Chiing thu s6 53 hitu o =% Nhom 1

=] Nguoi su dung 09 (M)<nsdo9@mof.gov.vn> M {£] Le Quang Tung (M)<tunglg@ca.gov.vn>

~f=] Nguoi su dung 10 (M)<nsd10@mof.gov.vn> userl2 (M)<userl2@ca.gov.vn>

{£] usero2 (M)<user02@ca.gov.vn> {£] user26(M)<user26@ca.gov.vn>

{=] Nguoi su dung 01<nsdo1@mof.gov.vn> Nhom 2

~-f=] Nguoi su dung 10<nsd10@mof.gov.vn> ___J 4 Nhom 3

{£] ADSS Default Admin<>
{1 Le Quang Tung (M)<tunglq@ca.gov.vn>
i Danh ba chi'ng thu' s&
{£] Tran Tat Thanh (M)<trantatthanh@vpchinhphu.vn>
= {users2 (W) <user12@ca.govauns] 3
=] user01 (M)<user01@ca.gov.vn>
user20 (M)<user20@ca.gov.vn>
{51 usero2 (M)<user02@ca.gov.vn>
=] user07 (M)<user07@ca.gov.vn>
-] Vu Minh Khanh (M)<vuminhkhanh@vpchinhphu.vn>
{51 user14 (M)<user14@ca.gov.vn>
=] user15 (M)<user15@ca.gov.vn>
~{=] user10 (M)<user10@ca.gov.vn>
{£] pao Van Cuong (M)<daovancuong@vpchinhphu.vn> —
{£] pang Duy Man (M)<man@ca.gov.vn>
=] Nguyen Quang Vinh (M)<nguyenquangvinh@vpchinhphu
{£] Nghiem Bac Hung Hai (M)<nghiembachunghai@vpchinhp
] usero4 (M)<usero4@ca.gov.vn>
=] Nguyen Ngoc Quynh (M)<nguyenngocquynh@vpchinhpt
5] user18 (M)<user18@ca.gov.vn>
{=] usero9 (M)<usero9@ca.gov.vn>
=] Nguyen Huu Hung (M)<nhhung@ca.gov.vn>
Le Quang Huy (M)<lequanghuy@ca.gov.vn>
{51 Ngo Sy Tho (M)<ngosytho@vpchinhphu.vn> v
< 111 3

Trong cot thir 2, nguoi sit dung c6 thé tao nhom ctua minh dé dé& dang quan ly chimg
thu phuc vu cho qué trinh mé hoa dugc dé dang hon, dé tao mot nhém bam nat diu cong mau
xanh bén phai:

Quan Iy chiing thu 56 theo nhom = VGCA

Danh sach chifng thu' s trong Windows Danh sach nhém chirng thu s6
+ ¥ & | Tim kigm: e, » % | Tim kiém: o &
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Tén nhém

Nham 3

Nhép tén nhém va bam Enter dé két thic thém nhém, dé thém chung thu s6 vao nhom,
chon nhom cén thém chung thu s6 & cot thir 2, sau d6 chon céac chung thu sb can thém & cot
thtr nhat, c6 thé thém nhiéu ching thu s6, chon ddu miii tén & gitra 2 cOt dé thém chung thu sb
v&o nhom, hodc co thé su dung chuot dé kéo tha cac chung thu s tir cot 1 sang cot 2.

. — — — .
@ A we el Quan Iy chifng th 5 thea nhom - VGCA [

b =
Danh sich chitng thu s& trong Windows Danh sach nhém chifng thu s&
4 ¥ & | Tim kiém: e & & & ¥ | Tim kiém: G 2
(3 Chifng thir s6 sd hifu - EEY

3 Nguoi su dung 09 (M)<nsd09@mof.gov.vn> {£] Le Quang Tung (M)<tunglq@ca.gov.vn>

1£=| Nguoi su dung 10 (M)<nsd10@mof.gov.vn> {£] user12 (M)<user12@ca.gov.vn>
55| user02 (M)<user02@ca.gov.vn>| . -[E] user26(M)<user26@ca.gov.vn>
1e5| Nguoi su dung 01 <nsd01@mof.gov.vn> 'S \ 5 Nhém 2
25| Nguoi su dung 10<nsd10@mof.gov.vn:> | > | i Nhom 3

{53 ADSS Default Admin<>

Lira chon chifng thur s&.
4 Le Quang Tung (M)<tunglg@ca.gov.vn> —
-3 Danh ba chitng thu' s&
£ Tran Tat Thanh (M) i vn

m

£ user12 (M)<user12@ca.gov.vn>
~f= usero1 (M)<user01@ca.gov.vn>
~f= user20 (M)<user20@ca.gov.vn>
~f= user02 (M)<user02@ca.gov.vn>
[ user07 (M)<user07@ca.gov.vn:
~f=] Vu Minh Khanh (M) i i vn
5 user14 (M)<user14@ca.gov.vn>
5 user15 (M)<user15@ca.gov.vn>
5 user10 (M)<user10@ca.gov.vn>

{4 pao Van Cuong (M) pchi vn L4
{4 pang Duy Man (M)<man@ca.gov.vn>
£ Nguyen Quang Vinh (M)<nguy i pchinhpht

{53 Nghiem Bac Hung Hai (M)<nghiembachunghai@vpchinhp
4 usero4 (M)<user04@ca.gov.vn>
£ Nguyen Ngoc Quynh (M) )¢
£ user18 (M)<user18@ca.gov.vn>
~f=3 usero9 (M)<user09@ca.gov.vn>
-f=} Nguyen Huu Hung (M)<nhhung@ca.gov.vn:
~f= Le Quang Huy (M)<lequanghuy@ca.gov.vn>
~f=} Ngo Sy Tho (M)<ngosytho@vpchinhphu.vn> -
< | n | »

Pé stra nhém: chon nhom can sira sau d6 chon chirc ning sira nhom (hinh cay but trén
gdc phai), sau d6 nhap tén madi ciia nhom va bam Enter dé két thuc qua trinh stra.

@, Qe 1 cheng T o8 e pne A ==

J ==
Danh sach chiing thu s6 trong Windows Da| ach nhém chirng thu s6
4+ ¥ & | Tim kiém: 8 & # | Tim kiém: &, »

Quan Iy ching thu s thea nham = VGCA

Danh sach chirng thu s6 trong Windows Danh Bnhom chirng thu so
4 ¥ & | Tim kiém: g, & + H‘I‘lm kiém: &, &
bé luu qua trinh tao nhom ching thu so, bam vao biéu tugng hinh dia mém bén goc
phai dé luu.

Quan Iy chifng thu s6 theo nhom = VGCA

Danh sach chirng thu' s6 trong Windows Danh sach nhom chirng thu s6
4 ¥ & | Tim kiém: e, & 4 7 ¥ | Tim kiém: G, &

Dé tim kiém chimg thu s trong cot 2, tuong tur chirc ning tim kiém trong cot 1, chirc
nang tim kiém chung thu s6 trong cdt 2 nam phia dudi cot 2, nhap chudi ky ty tim kiém dé
tim kiém cac chung thu so, cac ching thu s6 cé chtra chudi tim kiém s€ dugc danh dau mau
vang.
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2.4.3. Quan 1y danh sich chirng thu s6

Danh sach chung thu sé liét ké cac ching thu s6 cta cac thué bao can giao dich. Danh
sach nay duoc luu trong registry cua hé théng cia Windows.

Budc 1: Xem danh sach chirng thur s6.

Tir giao dién chinh cta chwong trinh nhip vao “Danh sach” dé hién thi danh sach
chung thu sd.

@ <N

Xac thu'c va bao mat tai liéu dién tu

Xac thue 2 || chu s hitu Dia chi thy dign tif* Tén ca quan
4 . [E useros (M) user08@ca.gov.vn Ban Co yeu Chinh phu
~ -‘( Ky s6 Euser17 (M) userl7@ca.gov.vn Ban Co yeu Chinh phu
- Euser21 (M) user21@ca.gov.vn Ban Co yeu Chinh phu
v.J'_CJ Xac thure chif ky Euser19 (M) user19@ca.gov.vn Ban Co yeu Chinh phu
Euser12 (M) userl2@ca.gov.vn Ban Co yeu Chinh phu
Bio mat & E usero7 (M) user07 @ca.gov.vn Ban Co yeu Chinh phu

Euseri4 (M)
Euserd4 (M)
[Eusero1 (M)

Ban Co yeu Chinh phu
Ban Co yeu Chinh phu
Bo Cong an

userl4@ca.gov.vn
user04@ca.gov.vn
userd1@tc4.bca

o) o
&hl Ky s&/bao mat

[" Xéc thuc chif kij/gidi m3 Euser1s (M) userl8@ca.gov.vn Ban Co yeu Chinh phu
g Euserdg (M) user00@ca.gov.vn Ban Co yeu Chinh phu
& useros (M) userlb@ca.gov.vn Ban Co yeu Chinh phu
= = -
Ching thir s o || Euseros (M) User05@ca.gov.vn Ban Co yeu Chinh phu
4 Euserd3 (M) user03@ca.gov.vn Ban Co yeu Chinh phu
J Danh sach

[Eltest0l (M) test01@gdsr.gov.vn Bd Tai chinh

FATimkigm & Thém X Xéabé

Tim theo: | Tétcd -

Danh sach chimg thur s&.

O giao dién nay nguoi sir dung ¢ thé “Tim kiém” chimg thu sb trong danh sich
chtng thu s6.

Buéc 2: Thém chirng thwr s6

Muc dich cta thém chimg thu s 1 & bao mat tai liéu giri cho nhitng ngudi sé hitu
ching thu s6 dugc thém vao danh sach, chi can nhap cac chimg thu s6 ma (c6 ky hiéu “M?).
Khi muén gui tai liéu c6 bao mat cho mot ai do ngudi str dung phai c6 duge ching thu s6 cua
nguoi do. Pé c6 duogc chimg thu s6 cuia dbi tac can gui, nguoi su dung c6 thé 1én kho chimg
thu s6 cong cong dé ldy vé hoic ldy trong dia CD dugc cép phat kém theo. Pé thém chung
thu s6 1am nhu sau;

- Cho dia CD dugc cap phat vao 6 dia CD-ROM.

- Chon ntt “Thém” trén giao dién chuong trinh vSign.

@ <BO99E

Danh sach ching thur =4,

- Chon thu muc “chung thu so”.

- Chon thu muc “chung thu so ma” trén dia CD.

Xac thue 2 |} chi sa hitu Dia chi thu dign tr T&n co quan
4 B Eluserog (M) userl8@ca.gov.vn Ban Co yeu Chinh phu
‘( Lgy=m Euser17 (M) userl7@ca.gov.vn Ban Co yeu Chinh phu
. Euser21 (M) user21@ca.gov.vn Ban Co yeu Chinh phu
U Xac thuc chif ki Euser19 (M) userl9@ca.gov.vn Ban Co yeu Chinh phu
Eluser12 (M) userl 2@ca.gov.vn Ban Co yeu Chinh phu
B30 mat % Elusero7? (M) userd7@ca.gov.vn Ban Co yeu Chinh phu
— =] user14 (M) useri4@ca.gov.vn Ban Co yeu Chinh phu
_'.':: Ky s&/bao mat Euser04 (M) userf4@ca.gov.vn Ban Co yeu Chinh phu
= Eusero1 (M) user0l@tc4.bea Bo Cong an
;F;_J Xéc thirc chif kiifgisi ma ’userls (M} : user1B8@ca.gov.vn Ban Co yeu Chinh phu
Q Eluserog (M) | user09@ca.gov.vn Ban Co yeu Chinh phu
- = E] userns (M) userlG@ca.gov.vn Ban Co yeu Chinh phu
Chimg thir s 2l Euseras (M) userlS@ca.gov.vn Ban Co yeu Chinh phu
r i E]useroz (M) userd3@ca.gov.vn Ban Co yeu Chinh phu
J Danh sach Eltest1 (M) test01@gdsr.gov.vn Bd Tai chinh
Tim theo: | Tét cd - |
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mot lac.

RootCA

vSub_BTC
Chon cac chting thu s6 can cai dat, c6 thé chon cai nhi€u chung thu s6 cung

Luu ¥ chi can cai dat ching thu sé ma 6 ky tu (M).

Look in: | I Chung thu o ma

kdy Recent
Docurnents

L

Desktop

\
(!

=

typ Documents

user03__M_  userO4__M_

user0S__M_

File name:

["usernz_m_

cer'' "userd1__M__cer"

Open |

2

by Metwark. Files of type:

[*.pfa.”. pem.*. cer.* o]

~]| [ Cancel |

tai li

éu dién tr

Céc ching thu s6 da dugc thém vao danh sach.

Bia chi thur dign
user0ldca, gov.vn
userJ2@ca. gov. vn

€d quan
Ban Co yeu Chinh phu
Ban Co yeu Chinh phu

<BOIE
- s s a
Xac thu'c va bao mat
mac thuc A f Chi s hity
4 Euseral (M)
£ s [Eluserd2 (M)
- =
U éc thire chir ki
Bao mat ES
8 spoms
?:E_J K thue chit ko mé
Chiimig thar s S
Darh ssch
Timthen i Tét cé

T4 chifc phat hanh:  C

Logi chiing thu s&: M3
Théng tin chi ict:

o |

Thai gian higu lye:  Tirngay 4/13/2011

|4 Timkigm & Thém X 6s bd

0 quan chung thuc so Chinh phu

Chii 6 hitu:  userod (M)

g&n 4/11/2016

Tinh trang chifg thus5: Chimng thurs5 hop &

Tén truding
Version

Serial number
Signature algorithm
Iesuer

Vaiid from

Valid to

Subject

Key Usages

Subject Key Identifier
Authority Key Identifier
Basic Constraints
Subject Alternative Name

Gid tri

3
2DF032
shalRsA

CN=Co quan chung thuc s Chinh ph. .

4/13/2011 4:44:35 PM
4/11/2015 4:44:35 PM

CH=user0s (M), L=Ha Noi, O=Ban C...
Digital Signature, Key Encipherment, ...
62C878159246AAB30015FB978 1EAS. ..
KeyID=05 3140 de 34be b3 8fc0d...
Subject Type=End Entity,Path Lengt...

RFC822 Name =user09@ca.gov.vn

m

RSA(2048 bits), 30 82010a0282010100a3f2c062614d3b 2= 35affealed «
328 b2 50 0d b 9b 64 4 2f e) d3 45 ef a2 07216499279 27fb 5765 3cec [
148 d0 fe 313303 71d2 42d1 40 02 f154 6b &8 ed 90 58 a9 e= 0488 56 3d 6482 —
jcd c5 3f 7f4b 55 17 ee 80 ac 4597 0a 9cc290 10 5 f33579 34 icbaObab 2ecc _
77 71 24 AR R 1 27 B4 Fhr th =1 AF 92 17 17 BE NG AT AR &7 Th K A7 -5 W4 12

| B6ng

Khi xem mot chung thu $0, chuong trinh s& tu dong kiém tra tinh trang chung thu s0.
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2.4.4. Cac chirc nang chinh cua xac thuc va bao mat tép

2.4.4.1. Ky sé tép div liéu
C6 2 cach dé ky sb tép dir liéu bao gdm: sir dung chirc nang “Ky s6 ” trong giao dién
chinh cta chuong trinh, hodc tir thyc don ngir canh cua Windows nhap chudt phai vao t&p

4
A

chuan bi ky s6 sau do chon “Xac thuc — Bdo mat” -> “Ky so6”.

Buéc 1: chon cach ky sb tép dir liéu.
Céch 1: ky so trong giao dién chinh cua chuong trinh.

a/ <BDIE vSign - F
7/

Xac thu'c va bao mat tai liéu dién tu

Xac thue = ‘ 1 Gidi thigu
j B Cdc chifc nang chinh cla chu'ong trinh
b KyjsS 1.K§ 5
. ChiFc ndng ndy dung d& ky t3i liBu dién t& si¥ dung ching thu sé.
L) wctrscows 2.X5C thyc chl ky
ChiFc ndng ndy dung d& kiém tra tinh todn ven cla dif liéu d3 k.
| Bo mat 2 3.Ky s/bao mat
Chifc ndng nay thu'c hién ky s§ va md hda d liéu duagc ky.
@J K 55/bdo mt 4 X3c thie chi? ky/gidi m3
Chire ndng nay thy'c hién viéc giai md di iéu va xdc thue tai liéu.
EJ Xéc thie chi kjgidi m3 5.0anh sich
(=) ChiFc ndng ndy st dung d& quan I danh sich chifng thu s,
| Chimg thos§ |
)j Danh sach

58n sang Trung tam chimg thurc dién tr chuyén ding Chinh phir -BCYCP 3

Céch 2 : Ky tur thuc don chudt phai.

= | ocal Disk [C:) Open
i Prink
File  Edit View Fawaorites Tools  Help Edit
3
Y 7 Scan For wiruses by Bkavz006
Back - (D) search
@ \ 7 Ln; P i Open With »

| e \"’C\— [&5can selected Files with Antiyir L4 ‘ Go
BAdd to archive. ..

Dr0E B Add to "Céing vEn2.rar"

System Tasks DoCUT) B Compress and email...

KT B Compress to "Cng vanz.rar" and email
[Inetp

[ Hide the contents of this
drive

D Add or remave pragrams
,') Search for files or folders

Wac thue chif ky
Ky s8/mé hoa
Gidi mafac thut chit ki

Send To

Cut

il File and Folder Tasks
Copy

Other Places Create Shorkcut

Delete

i My Computer . Renarnie
(5} My Documents Properties
() Shared Documents
&3 My Network Places
Details 2] New Text Document

slide_BTC 2

i SoftonicToolbar

Giao dién ky hién thi nhu sau :
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\j Danh sach t3p

" Lua chon cic t&p &n ky s&:

; Loai bd

Tén tép Dung lrgng
C:\Users\Administrator \Desktop\Cuc Chimg thure & va Bdo mat ... 31.48kb
C:\sers\Administrator \Desktop\Doc2.docx 2.14Mb

| <Tréla Hiy bé

Buwdéc 2: Thém tép, xéa tép vao danh sach.

Béng cach nhé'lp vao nut “Thém t&€p” hoac loai bd tép ra khoi danh sach bﬁng cach
nhap vao nat “Loai bo”.

Nhap “Tiép theo” dé tién trinh ky sé duoc tiép tuc.
Buwéc 3: Chon chirng thw sé sir dung dé ky s6 dir liéu.

Ching thu s6 ky
" Lura chon chirng thur s& sir dung d€ ky s&

Chimg thur s& si¥ dung d€ ky sé:
[user21<user21@m.gov.vn> v] V

(*) Khi khéng tim thdy chimg thur s§ ¢an sir dung trong danh sach,
ki€m tra lai thi€t bi USE Token

4
A

Budc 4: Chon dwong din lwu tép ky sd.

Chuong trinh s& dua vao tén cac tép dau vao dé ty dong lya chon tén tép luu gia tri
chit ky, nhung nguoi dung cé thé thay d6i dugc duong dan nay.

j Pudng din i&p hiu két qua ky s6
N Lura chon durfing din tép d3 durgc ky

Burdng dan luu tép ky:
C:\Users\Administrator \DesktopCuc Chimg thurc sd va Bao mat thdng tin.sig B

< Tralai

Huy bd
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Nhip “Tiép theo” dé tién trinh ky s dugc tiép tuc.
Buwée 5: Qua trinh ky bat dau.

Thuc hién ky s6
o Thure hién ky =8 danh sach tép da dugc lua chon

= Thuchign ki s5 ...

po < Trdlai o | TiEp theo =

Buwéc 6: Nhiap mat khdu diing nhap thiét bi USB Token:
— eToken:

Erter the Token Password.

Token Mame: eToken

Token Password: LI L]

Cument Language: EN
This is an unlicensed copy for evaluation use only .

- ST3:

ﬁ Tham tra PIM code:

PIM code: | |

S(r dung ban phim &o

|ﬂéngnhép \ [ Huy b

Nhap mat khau truy cap USB Token.

Thuec hién tac vu ky s6. Cho trong gidy 14t va xem bang tong két qua trinh ky s tép dit
liéu.
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Buwéc 7: Kiém tra qua trinh Ky sd.

@ <~BDPE

Xac thu'c va bao mat tai

»

¥ac thure

j Ky =8

& K&t qua ky s8 -
+ Qua trinh ky s& thanh cdng!
(-7 Danh sach tép da dudc ky sa:

¥ P . . e AL
i | Xac thurc chir ky 1 C:\Users\Administrator\Desktop\Cuc Ching thu'e s6 va Bao mat thédng tin.doox
1 C:\Users\Administrator\Desktop\Doc2.docx

»

Bao mat ;
(.7 BPudéng din tép chida chil ky-
.:l Ky s6/bao mat 1 C:\Users\Administrator\Desktop\Cuc Chi*ng thirc s6 va Bao mat thédng tin.sig

IF Yéc thure chiF ki aidi m3 £ Cha sd hilu ching thu s6 ky:
(=) Euser2l<user21@ca.gov.vn>

m

SR % 1| & Thai gian ky-
p 26/09/2014 10:22:02 +07:00
Danh sach

{Z) Théng tin d5u thai gian: L
Elchirng thu s6 TSA: My chi cdp diu thdi gian
Thdti nian: 2ARMNG2014 102202 407-00

oE s
San sang

Chii y: Chwong trinh co thé ky nhiéu tép ciing mét lic, cdc tép dwoc - 80p lai va ky,
ldy tén la tép dau tién trong danh sdach cdc tép dwoc ky. Nhw vi du trén, tép dau ra la “Céong
van 2” la tép dwoc ky gop cua 3 tép “Cong van l.txt”, “Cong van 2.txt”, “Cong vdn 3.txt”.

; Cdng wanz

Type: SIG File
Date Modified: 7/5/2010 10:28 AM
Size: B.e0 KB

Tép ky dau ra co duoi la “.sig” va co biéu twong chit “V” mau do.

24.4.2. Xac thuc chir ky

C6 3 cach dé xac thyc chir ky nhu sau: Tir giao dién chinh cta chuong trinh chon chtc
nang “Xéc thuc chit ky” va lga chon tép can xac thuc, tir thue don chudt phai ctia windows
chon “Xéc thyc — Bdo mat” -> “Xéc thuc chir ky”, kich dtp vao tép can xac thuc(tép co phén
mo rong 1a sig).

Budc 1: chon cach xac thuc chir ky.
Céch 1: tir giao dién chinh cua chuong trinh.
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A NN

Xac thu'c va bao mat tai li

Xéc thure # 1| & Gidithiéu
j = Cdc chirc nang chinh cla chuong trinh
§7=2 1.K7 &
Chifc ndng nay ding d& ky tai iu dién ©if si¥ dung chi*ng thu sd.
Xac thure chit ki 2.Xac thu'c chif ky
Chifc ndng nay ding d& kifm tra tinh todn ven cla dif liu d3 ky.
Bao mat % 3.Ky sd/bao mat
Chirc ndng nay thu'c hién ky sd va md hda dif liéu duoc ky.
'@J Ky s&/bdo mat 4.dc thuc chit ky/giai ma
Chirc ndng nay thu'c hién viéc giai md dif liéu va xdc thuc i liéu.
EJ Xéc thigc cher kiifgidi ma 5.Danh sich B
= Chirc ndng nay s dung d& quan Iy danh sach chirng thu sd.
Ching thur sé 3
E } Danh sach

San sang Trung tém chimag thurc dién tr chuyén ding Chinh phi -BCYCP .2

Chon tép can xéc thuc chir ky.
Céch 2 : st dung thyc don chudt phai.

Chon tép can xac thuc chit ky va nhip chudt phai 1én tép d6 dé chon chirc ning xac
thuc chir ky.

= | ocal Disk (C:)

Flle Edit  wiew Favorites Tools  Help a"

@Back < '\.) |_@ /.:"j Search H_ Folders v

: Address |up foli)

Syslein Tasks

@ | lide: the contents of this

drive

Open
= | . . .
Y Add or remeve pregrams Scan For wiruses by Bkav200a
,J Search For files or folders =) Program Fi Cipen With, ..

) QUARANT [ 5can selected files with Antivie
3 5 Setup Badd b arrhive. .
a1 B Add ko "C8ng vAnZ.rar"

thonghu_y QCDmprcss and email, ..
) WINDO\-;'S B Compress o "Cdng vanz.rar and emal

nd

E] ANRSYIN
E] Cdng vanl

File and Folder Tasks >

¥r

Other Places

5‘ My CompuUEer
[D Iy Documents

Ky 58

Ky siifnd hda

) e ezos Gend T »
=) e BesmEns [E] céng vénz  Fenrl T i mafxac thire chir ky
ha My Metwork Places I?_'I Z6ng vEN3 cut
Copy

Create Shartcut
Delete
Rename

Properkies

Céch 3: kich dup vao tép can can xéc thyc chit ky.

;)? Cdng wanz

Type: 51G File
Date Modified: 7/5/2010 10:23 4M
Size: §.60 KB
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Budc 2: Xac thuce chir ky.
Sau khi thyc hién mét trong 3 cach chuong trinh s€ tu dong xac thuc chit ky giao di¢n
hién 1én nhu sau:

Xac thuc chi ky

Xac thuc chil ky
7 V’ Chit ky hap I&!

Chon t8p can xac thue chir ky:
C:\WsersiAdministrator\DesktopCuc Chimg thure s va Bao mat théng tin | |

Tién trinh ki€m tra Tinh trang
VIGé'm tra tinh todn ven DiF liéu chira bi thay dai
o Kigm tra chimg thir 5 (CTS) naui ki Hap I

o Kigm tra CTS may chi c3p dau thai gian (TS4)  Hop I

A

Xéc thuc & Bdo mét

! Kt thiic |

@ B9 E

Xac thu'c va bao mat tai liéu dién tu

Xac thurc 2l © Kétqua xdc thue E
-‘4 R "4 Tinh trang xac thuc: Chid ky hdp 1€!
et 7D DI igu hap 18, chura bi thay ddi
F Chifng thu' s8 ky hop 18
¢ Xac thure chif ky ChiFng thu s8 TSA hap 18
BT 2 ||| ZZPuiéng din tép da dudc kiém tra chil ky- E
pay |1 C:\Users\Administrator\Desktop\Cuc Ching thurc s& va Bao mat théng tin.sig
&) ) i sobaomat i
[Z Danh sach tép da dudc ky s&:
fl . . - |1 Cuc Chitng thu'c s6 va Bao mat thdng tin.doox
C[-D)_J Xac thuc chif ky/giai ma 0 Docz.doox
i A 1| & chii s hilu ching thu s& ky-
¢ [EJuser21<user21@ca.gov.vn>
J Danh séch
(8 Thai gian ky- il
¥ Luu cac t8p vao thu muc.

Budc 3: Luu tép da xac thue. i )
bé luu tép lai dé xem, nhap “Luu céc t€p vao thu muyc...” dé thuc hién viéc lay danh
sach cac tép ky so ra khoi tép chir ky.

Browse For Folder E]

Zhon thur muc oo cac Eép |8y ra ke Eép ky 5T

My Documents

:J My Computer

‘-_-_-g Iy Mebwork Places
2 Recycle Bin

[ Make Mew Folder ] I (=14 ] [ Cancel ]
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24.4.3. Ky so/bao mdt
C6 2 cach dé thuc hién tac vu Ky s6/bao mat nhu sau: tir giao dién chinh cia chuong
trinh chon chirc nang “Ky s6/bdo mat” , tir thuc don chudt phai chon “Xac thuc — Bdo mat” ->
“Ky s6/bao mat”.

Buéc 1: Chon cach Ky s6 va bao mat.
Céch 1: tu giao dién chinh cua chuong trinh.

@ <D E

vSign - F

Xac thu'c va bao mat tai liéu dién ta

| xsc thue 21l C1 Gidi thiau
j B Cdc chifc ndng chinh cia chu'ong trinh
E Lag 1.K¥ 58

Chirc ndng nay ding d& ky tai liéu dién t sC’ dung chirng thu sd.

Xac thure chil ky 2.Xdc thire chif ky
Chirc ndng nay ding d& ki€m tra tinh todn ven cla dif li8u dd ky.
P 3.Ky¥ s68/bdo mat
Chirc ndng nay thu'c hién ky 58 va ma hda dif iéu dugc ky.
Ky s6/bao mat 4.Xac thuc chif ky/aizi ma

Chifc ndng nay thu'c hién vigc giai ma dif iéu va xdc thu'c i liéu.
5.Danh sich

Xac thurc chif ky/fgidi ma nsacn o ; ! -
Chirc ndng nay s dung d& quan ly danh sdach chifng thu sd.

|| Chirmg thr s& 2

: ,ll Danh sach

53n sang

Trung tam ching thu'c dien tir chuyeén ding Chinh phd - BCYCP .:

Sau d6 chon cic tép can ky s6 va bao mat.
Céch 2: tir thye don chudt phai, nhap chut phai vao tép can ky s6 va bao mat.
B=1E

Tools  Help 't.'

== | ocal Disk [C:)
© File  Edit

@Eack = J

Yiew  Favarites

l.ﬁ /':\‘ Search || Folders

mat:

Hide the contents of this

: Address |w [l Open v| G
Print
ACE Edit Exk
System Tasks BORL  cian For viruses by BkaveOos
Confit en with »

drive

-;j Add or remave programs
'..) Search For files or Folders

File and Folder Tasks

Other Places

:‘ My Computer

() My Documents
| Shared Documents
\:; Iy Metwork Places

Details

Sau khi chon mdt trong hai cach trén chuong trinh s& hién thi giao dién Ky sd/bao

ool G seiected files with Antivir
DRI Badd to archive...

Cnetp B add to "Cang vEnz.rar”
rhac B Compress and email..

ChonGal B Campress ko "Cng van2.rar" and emai
IProgr

Send To

Cut
Caopy
Creabe Shorkout

Delete
Rename

Properties
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- Danh sach tép
Lura chon cac tép can ky sd/bao mat
” Loai bo
Tén tép Dung lugng
C:\Users\Administrator\Desktop\Cuc Ching thuc sd va Baomatt... 31.48kb
C:\Users\Administrator \Deskiop\Doc 2, docx 214 Mb
p < Trolai Hy b6

C6 thé thém tép va loai bo tép trong danh sach tép ky sd/bao mat sir dung nit “Thém
tép” hoac “loai bo”.

Nhip nit “Tiép theo” dé tiép tuc qua trinh ky sd/bao mat.

Buéc 2: chon chimg thu sb dé ky

bao mat x
| Chdng thu s& ky
Chon tp é;l dng ky
Lua chon chifng thur s& sir dung 38 ky s&
Clvig the ky
Chimng thu m3
Thur muc luu
Chimg thur & sir dung g8 ky:
Tién trinh kijm3 [user21<userzl@m.gnv.m> ,] W

(*) Khi khéng tim thay chimg thur s& can sir dung trong danh sach,
ki€m tra lai thigt bi USE Token

| <Télai | | Tiép theo >

Chon chung thu s sir dung dé ky s6. Nhip nut “Tiép theo” dé qua trinh tiép tuc.

Buéc 3: Chon cac chirng thw s6 ma
bay 1a bude chon cac chiing thu s6 ciia ngudi nhan dé ma t€p dir licu.
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)| Chang thu 56 ma
Lua chon danh séch chiing thir 53 m3 héa

4 Danh sich chimg thursg

[Euser0s (M) <user08@ca.gov.vn>
[Euser12 (M) <user 12@ca.gov.vn>
[Eluser01 (M) <userd1@tcd.bea>
[Eluserns (M) <useroa@ca.gov.vn>
Eluseros (M)(usaroﬁ@a gov.vn>
—

5
MM A&

@userzl (M) <user21@ca.gov.vn>
@userlg (M) <user 19@ca.gov.vn>
@useru) (M) <user07@ca.gov.vn
@useruq (M) <user04@ca.gov.vn:>
Quserl}' (M) <user 17@ca.gov.vn>

Néu danh sach ching thu s6 qua dai, co thé su ~dung chirc nang tim kiém dé tim cac
ching thu sd can sir dung, dé st dung chirc nang tim klem ngudi str dung g6 tén can tim kiém
dé tim kiém chung thu s6 mong muodn, cac ching thu s6 phul hop s& duoc loc ra trén danh
sach ching thu so:

@) Chiing thu s6 ma
Lura chon danh s&ch chimg thir s5ma héa

4 Danh sich chimg thr 5 user|
A
=]

[Euser0s (M) <user03 @ca.gov.vn>
[EJuser17 (M) <user17@ca.gov.vn>
[EJuser21 (M) <user21@ca.gov.vn>
[Euser 19 (M) <user 19@ca.gov.vn>
user].Z (M)<user12@<3 Qov.vn

¥ M~ & Gion teorhim

@userzl (M) <user21@ca.gov.vn> -
@userl‘; (M) <user19@ca.gov.vnz> H

@ user7 (M)<user07@ca.gov.vn=
@ user(4 (M) <user04@ca.gov.vn>
@user 17 (M) <user17@ca.gov.vn>
= e o

T

Chon chimg thu s6 thich hop dé dua xudng danh sach bén dudi.
C6 thé chon chimg thu s6 theo nhom d€ co thé quan 1y chimg thu s6 mot cach de dang
hon. B¢ chon chung thu s6 theo nhom, chon nit “chon theo nhém™:

' Chon nhém B |

Tim ki€ém G, &

= % Nhém 1
f i[5 Le Quang Tung (M)<tunglg@ca.gov.vn>
(3% Nhom 2

=] user| S5 lucng: 6 j@ca.gov.vn>
& (M)<userl2@ca.gov.vn>
user17 (M)<user17@ca.gov.vn>
=1 user1d (M)<user19@ca.gov.vn>
L[5 user12 (M)<user12@ca.gov.vn>
5 user01 (M)<userl1@ca.gov.vn>

[ chon | [  Thoat | .
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Chon nhém chimg thu s6 can chon, bAm chon dé két thuc qua trinh chon nhém, toan

bo chiing thu ) trong nhém sé& dugce lya chon dé ma tép dir liu:

bao mat

Chon tép
Chifng thu ky
Chifng thu ma
Thu muc Iru

Ti€n trinh ky/ma

@ Chiing thu s5 m3a
Lua chon danh sach chifng thu s6 ma héa

\ 7, Chifng thyr s§ hién cé

userl® (M)<user19@ca.gov.vn>
user0l (M)<userdl@ca.gov.vn>
user02 (M)<user02@ca.gov.vn>
user07 (M)<userl7@ca.gov.vn>
useri4 (M)<useri4@ca.gov.vn>

Le Quang Tung (M)<tunglq@ca.gov.vn>

{7 user16 (M)<userl6@ca.gov.vn>
€3 userns (M)<user08@ca.gov.vn>
€3 user17 (M)<userl7@ca.gov.vn>
{7 user19 (M)<user19@ca.gov.vn>
{7 user12 (M)<userl2@ca.gov.vn>
o

{7J Le Quang Tung (M)<tunglq@ca.gov.vn>

k < Tré lai d kTié'ptheo:d

Nhing chimg thu sé ¢6 biéu tugng ddu “x” do 1a cac ching thu s6 khong hop 18 hodc

16i can loai bo, kich dip chudt vao ching thu sb nay dé loai bo.

Chon chimg thu s6 sir dung dé ma hoa dit liéu. Nhap “Tiép theo” dé qua trinh tiép tuc.

Budc 4: Luu tép .

Chon dudng dan dé luu tép ky sé/bao mat . Nhap “Tiép theo” dé qua trinh tiép tuc.

/bao mat
Chon tép
Chifng thu ky
Chifng thu ma
Thu muc lu'e

Tién trinh kj/m3

&)

Burdng dan tp kSt qua ky s8/m3 hoa:

Dudng din ép két qua ky s6/ma hoa
Lira chon dung din t8p &3 duroc ki s6/m3 hda

C:\Users\Administrator \DesktopCuc Chimg thurc s6 va Bao mat thong tin.el B

Huy ba

Budéc 5: Nhiap mit khiu truy cip USB eToken.

- eToken:
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Enter the Token Password.

Token Name: eToken

Token Password: sssssnsnee

Current Language: EM

This is an unli 1 copy for luation use only.

ﬁ Tham tra PIM code:

PIM code: |

Sir dung ban phim ao

| Béng nhap | [ Hoy ba

Tién trinh thyc hién ky sd/bao mat.

Thurc hign ky s8/bao mét danh sich t2p d3 duoc chon

Q Thuc hién ky s6/bao mat

= Thuc hién ky sd danh sach tép

= Trdlai o |pTiép theo =4

Buéc 6: Kiém tra qua trinh thuc hién. )
Khi qua trinh két thac s€ hién thi thong tin tong két qua trinh ky s6/bdo mat.
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

@ <HOPE

Xac thu'c va bao mat tai

Xac thire 2|l & «at qua k sa/bao mat
4 + Qua trinh ky s6/bao mat thanh cong !
# s
(= Danh séch tép dudc ky s5/bao mat

i . . . el
i A Xac thure chif ky _1 C:\Users\Administrator\Desktop\Cuc Chifng thi'c s& va Bao mat théng tin.docx
1 C:\Users\Administrator\Desktop\Doc2.doox

b

Bdo mat

m

(.7 Bniding dan liu t8p ky s6/bao mat
_[:1 Ky s6/béo mat 1 C:\Users\Administrator\Desktop\Cuc Chifng thi'c s& va Bao mat thdng tin.enc

F) xac e dirkyfgiaims £ Cha s hilu chidng thu s& ky-
() Euser21 <user21@ca.gov.vn>

e % ||| #2Danh sach chi sé hilu ching thu s5 dudc phép gidi ma: i
p i EJuser21 (M)<user21@ca.gov.vn=
Danh sach Euser12 (M)<userl 2@ca.gov.vn>
(3 Thai gian ky:

2AR/N0/2014 1N-4A-47 40700

San sang

Chii y: Chwong trinh cé thé ky so, bao mdt nhiéu tép cing mét liic, cdc tép dwoc gop
lgi va ky s6, bio mt, ldy tén la tép diu tién trong danh sich cdc tép dwgc ky. Nhuw vi dy
trén, tép ddu ra la “Cong vin 3” la tép dwoc ky gop ctia 3 t¢p “Cong van l.txt”, “Cong van
2.txt”, “Cong vin 3.txt”. Tép ddu ra c6 duéi la “.enc” va c6 biéu twong chiv “V”’ mau do.

2.4.4.4. Xac thwce chiv ky/gidi ma
C6 3 cach dé thuc hién tac vu xac thuc chit ky/gidi ma nhu sau: tir giao dién chinh cua
chuong trinh chon chirc ning “Xac thuc chit ky/giai ma” va lya chon tép can xac thuc chir
ky/giai ma, tr thuc don chudt phai ciia windows chon “Xac thuc — Bao mat” -> “Xac thuc
chir ky/giai ma”, kich dap vao tép can xéac thuc(tép c6 phan mo rong 1a enc).

Budce 1: Chon cach xac thuce/giai ma.
Céch 1: tir giao dién chinh cta chuong trinh.
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

<BDDIE vSign - F

Xac thu'c va bao mat tai liéu dién tu

| Xac thue 2 | O Gigithisu
f " Céc chic nang chinh cla chu'ong trinh
e 1Ky s&

- Chifc ndng nay ding d& ky t3i liéu dién £ s dung chi'ng thu' s8.
LJ Kac thure chil ky 2.Xac thue chif ky

Chifc ndng nay ding d& kiém tra tinh todn ven cla dif iEu 43 ky.
3.Ky sd/bao mat
Chifc ndng nay thu'c hién ky sd va ma hda dii lidu drgc ky.
@J Ky 55/bd0 mat 4.X3c thue chif ky/aidi ma

Chifc ndng nay thu'c hién vidc giai md dif liéu va xac thue tai liéu.

5.0anh sich

Chirc ndng nay s dung d& quan k danh sich chifng the sd.

i

| Bao mat

| -
t_EIJ ¥ac thure chif ky/gidi m3

bl

| Chimg thur s5

)j Danh sach

Trung tam chimg thuec dién tir chuyén ding Chink phl -BCYCP 3

Chon tép can xac thuc, giai ma.
Céch 2: tir thue don chudt phai, nhap chut phai 1én tép can xac thyc, gidi ma.

== Local Disk (C:)

 Fle Edit Wiew Favorkes Tools  Help

eBack =2 \J l.ﬁ /':_j Search W= Falders v

: Address |w )

v|Go

2] Mew Text Document txt
System Tasks [IBORLANDC | WTDETECT.COM
Config.Msi & ntldr

[)Documents and Settings 5 pagefile, sys

[ slide_BTC z.pdf
%Softonicmolbar‘exe
@xades.doc

Hide the contents of this

drive
(LY Add or remove programs
4 search for files o Folders

y [Z)Program Files Open
File and Folder Tasks 3 QUARANTIME Scan For wiruses by Bkav2006
RECYCLER Open tith...
Other Places 35w Setup [&3 5can selected files with Antivie

System Yolume Information Baddto archive...
=\ TEST TS OCsp B add to "Cong wan3.rar"

)thongtu_vl.6 B compress and email...
I WINDOWS B Compress ko "C8ng wan3.rar” and email

d Iy Computer
3 My Documents

| Shared Documents
lﬂ Iy Metwork Places

rnd thirc - Ban mét K 5B

2] aoesyne bt Ky si Wac thure chif ki
~boct iri K s6/md hoa
[Z] cang vant kxt Send To 4

Details

Cut
Copy

] DISKPTO SVS

Céch 3 : nhap dup chudt 1én tép can xéc thuc giai ma.

;)?Cﬁng wan3.enc

Type: EMC Filz
Date Modified: 762010 1:51 PM
Size: 9,04 KB

Budc 2: xac thye gidi ma.
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Sau khi chon mot trong 3 cach trén, chuong trinh sé hién thi giao dién xac thuc chir
ky/giai ma nhu sau :

c thu'e chir ky

Tép ky so/bao mat
Lua chon duting dan t8p cn x&c thuc chir ki/gidi m3

Burdng dan tép d3 dugc ky s6/bdo mat:
C:\Users\Administrator\DesktopCuc Chimg thuc s6 va Bao mat théng tin.e

o< Tralai Tiép theo = Huy ba

Chon tép can xac thuc chir ky/giai ma, nhap “Tiép theo” dé qua trinh tiép tuc.

o2

Buwéc 3: Chon chirng thw sé gidi ma.

c thu'c chil’ ky

- Ching thu =6 giai ma
Chon tép Q Lira chon chitng thur s& d€ gidi m3

Chon chifng thu

Chon chirng thur s6 giai ma:

[user21 (M)<user21@ca.gov.vn= -

(*) ¥hi khéng tim thiy chimg thur 58 c&n str dung trong danh sach,
ki€m tra lai thigt bi USE Token

Hay b

Chon chtng thu s6 sir dung dé giai ma dit 1iéu.Nhép “Tiép theo” dé qua trinh tiép tuc.

Buéc 4: Nhap mét khiau USB eToken dé thyc hién giai mi dir liéu.
- eToken
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

Enter the Token Password.

Token Name: eToken

Token Password: sssssnsnee

Current Language: EM

This is an unli 1 copy for luation use only.

ﬁ Tham tra PIM code:

PIN code: | |
SUr dung ban phim &o

|ﬂéngnh-§p | [ Huiy bé

Buwée 5: Kiém tra cac tién trinh

Giai md/xdc thuc chil’ ki
Thuc hién xdc thuc chil ky/gidi ma
V Giai m3 va xac thuc thanh cong!

Tién trinh ki€m tra Tinh trang

v Gidi m3 dit liu Thanh céng

quém tra tinh todn ven Dt liéu chura bi thay dai
¢ Kigm tra chimg thur s& (CT5) ngui ky Haop 1&

w# Kim tra CTS mdy chil cép d&u théi gian (TSA)  Hop 18

bo<Téla o | kétthac

Buéc 6: Kiém tra qua trinh xac thue, giai ma. ) ) o i )
Tinh trang xac thuc chir ky/gidi ma. Nhap “Keét thuc” dé hién thi bang tong két qua
trinh xac thuc chir ky/giai ma.
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

!/ <BOPE vSign - F
74

Xac thu'c va bao mat tai liéu dién tu

Xac thuc 2l © K&t qua giai md/kiEm tra chit ky =
j = + Tinh trang: Gidi ma x&c thyc thanh céng!
S Giai m3 dif liéu thanh cng
. Dif liéu hgp |18, chura bi thay ddi
LJ Xic thuc chrky Chiing the s5 k hgp 1&
Chirng thu' s& TSA hap 18 =

Bdo mat *

(.7 BEniding dan tép da dudc giai ma va kiém tra chil ky-

@J Ky s6/bdo mat | c:\Users\Administrator\Desktop\Cuc Chifng thi'c s& va Bao mat théng tin.enc

'E Y thuc chit ki/gidi mé -5 Danh f.;ach tt_ap’da? d'u‘(_icnky sﬂn va ma hoa:
L= | Cuc Chifng thirc s6 va Bao mat théng tin.docx

1 Docz.docx
Ching thur s& 3
1 i Chu sd hilu chiing thu s6 da gidi ma:
) Danh sach Euser2l (M)<user21l@ca.gov.vn>

#¥ Luu cac tép vao thu muc.

55n sang Trung tém chimg thure dién i chuyén ding Chinh phi -BCYCPR .2

2.5. Xac thuc va bao mat ngi dung thw

2.5.1. Ky sb ndi dung thw
C6 2 cach dé ky s6 ndi dung thu nhu sau: tir trinh soan thao thu str dung phim tét Ctrl
+ E va chon phuong thire “Ky s6 dir liéu Clipboard”, tir Traylcon cua hé thong chon “Xac
thuc — Bao méat ndi dung” -> “Ky s6/bdo mat”.

Xac thuc - Bao mat tép

Xac thuc - Bao mat tai liéu PDF
Ky s6/bao mat (Crti+E) Xac thuc - Bao mat ndi dung >
Xac thuc/giai ma (Crt+D) Bao mét & dia ’

Quan ly chifng thu s6 theo nhdm
Cau hinh hé théng

Thong tin phan mém
Huéng dan s dung

Keét thic

Sau khi thyc hién xong tac vy hién thi giao dién nhu sau:
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

¥ac tharc - Bao mat ndi dung

Meca

Bacibane B Eda ni

Chon phudng thdc thuc hién

Chon phuiong thic

(%) Ky 58 dif liéu Clipboard

(7 Ky sBimd hda dit liéu Clipboard

Chon chimg Ehur

Mouyen Anh Tu<tuna@ca, goy, vns=
i*} khi khdng Eim thay chifng thr 58 xin kigm tra lai USE etoken

< Trixlai . TiEp theo = e HUy by

Chon chimg thu s6 can ky, nhip “Tiép theo” dé qua trinh tiép tuc.

H: New Message

© FEle Edit Wiew Insert Format  Tools  Message  Help F i
p— o' g AB p p—

= do |j IQ 5’ j lﬁ] l" - I—é_ = —’b
Send Paste Unda Check  Speling Attach  Priority Sign Encrypt  Offline

BT |

BEce |

Subject: |

[ "recs:va sees=z2= —oi

{F3

—-BEGIN SIGNED DATA-—

PAAAHABOESAC AAdgBIAHIACwE pAGBABGATACIAMOALADAAIGAGAGLU A GBI AGEAZAR A
AATWASACIAIDBOAG Y ALOAKAD Y AlgaADA AP ABTACKAZWBUAGEAIAB AHIAZQAGAHDALD
BsAGAAcwAIACIAZABIAHDACAAEACBALWESAHCAdwALAHCAMwAUAGEACIENACEAMgAwAD
AAMALADAADOAAHGARDBSAG OAWE pAG CAAACAASABLAGwAbgEZADIATABZADIAlY
BoAHOAIAEWADDALwAvAHCAGWESACL AtwAz A AbWBYAGTALwy ADAAMASwACEAMAASAC
BAeABABWATZABZAGKATWAJACIAABIAGOAPQAIAF MAZ QBN AGAAY DBOAHUACgBIACOANG
ASADCAMGANAD GANWAZ ADAAGA+ADWALWEPAGEADBIAGOAS OBUAG Y AlwA+ADWADWEhAG
28w BUACKATWEhAGWAaOBEAGEAIAE pAGEADGBNACUATABIAGEAZAAGAEEADABNAGEACG
EpAHOAZAELADDAIGE 0 AHQADABWADSALwAVAHCADWEEACAAdwAZACAA bW By AGCALWBAF

| ALty ADAAMAAKACEAUGBFAEMAL QB4 AGDALAAAGMAMOALAGAAL QAYADAAMAAKADAA MW
AactDUAIGAwADA AP ABTAGKATWBUAGEAART AHIAZQBNAGUAIAB 0ACEAZAAGAEE ADABNAG
AfcgBpAHQAZABLADDAIGE 0AHQAIABWADOALwAYAHCADWBSAC A AdwAzACA A bwEY AGCALW

A ADAAMARMKACBAMAAS ACEARABIAGHAZAB ZAGKATWAAH ACWBhACIACWEIACEAMOAIAC
BAPGABAFIAZOBMAGUACHEIAGAAYWEIACAAVQABSAEKAP QAIACMAOBKACTAMwALADY Ally
AgADUANAAADAANwAADAAPABUAHIAY QBUAHMAZ gBAHIABQ Bz AD4 AR ABUAHIAY QBuAH
MAZYBvAHIADOAIAEEADABNAGEACHBPAHOAIABLADDAIsE0AHOATABWAD DAL WAYAHCAGW

B A A b for A B A e A e AT A A RA D oA R RA R WS A CR A B AR AT 0 B A2 T A

=

Két qua hién ky s6 Clipboard khi thyc hién trong trinh soan thu ctia OutlookExpress.
2.5.2. Ky s6/bao mat ndi dung thu

C6 2 cach dé ky s6 ndi dung thu nhu sau: tir trinh soan thao thu st dung phim tit Ctrl
+ E va chon phuong thirc “Ky sé/ma héa dit liéu Clipboard”, tir biéu tugng ctia chuong trinh
trén khay h¢ théng, chon “Xéc thuyc — Bao mat noi dung” — “Ky s6/mé bao mat” va chon
phuong thirc “Ky s6/ma héa dir liéu Clipboard”.
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

ac thuc - Bao mat ndi dung

)kCA Chon phiiéng thic thuc hién

Bac by B Eda m i

Chon phirang thirc

() ky s dif liéu Clipboard

(%) K4 s8/m& hda dif liEu Clipboard

Chon chimg thur ke

Mguven Anh Tu<tuna@ca.gov.wn =

{*) Khi khdng Him thdy ching thu s8 xin kigm tra lai USE etoken

< Trirlai - Tiép theo = . Hiyhbd

Chon chimg thu s str dung dé ky s6 dit liéu. Nhap “Tiép theo” dé qua trinh tiép tuc.

vSign - M "5':"‘

|
)%GA Chiing thd s6 ma
\ 7 Chirng thu' 5@ higén cd

Le Quang Tung (M)<tunglg@ca.gov.vn>

Kl

-
userle (M)<userl6@ca.gov.vn> |§
userl9 (M)<userl9@ca.gov.vn> B
userl2 (M)<userl2@ca.gov.vn>
user0l (M)<userD1@ca.gov.vn>
user20 (M)<user20@ca.gov.vn> -

@ @ @ @ | Chon theo nhém |

{"J Le Quang Tung (M)<tunglg@ca.gov.vn>

b <Trotsi | [Tiéotheo > b Hivbe

Néu danh sach chung thu sO qua dai, c6 thé sir ~dung chirc nang tim kiém dé tim cac
chung thu s6 can sir dung, dé sir dung chirc nang tim klem ngudi st dung g6 tén can tim kiém

dé tim klem chung thu sé mong mudn, cac ching thu s pht hop véi tén tim kiém s& dugc
danh dau mau vang;
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

vSign - M \E\
‘)kg# Chiing thu s6 ma

{4 Chiing thir 55 hién c6 usert]

userl9 (M)<userl9@ca.gov.vn>
user07 (M)<userD7@ca.gov.vn> I
userl4 (M)<userl4@ca.gov.vn>
userls (M)<userl5@ca.gov.vn> il
userll (M)<userl0@ca.gov.vn>

user04 (M)<userD4@ca.gov.vn> -

|i‘ |E‘ |E‘ |i‘ Chon theo nhdm |

{"J Le Quang Tung (M)<tunglg@ca.gov.vn>
{7J userl6 (M)<userl6@ca.gov.vn>
{7J user1z (M)<userl2@ca.gov.vn>
{7J user0z (M)<user02@ca.gov.vn>
{7J userz0 (M)<user20@ca.gov.vn>

»

1]

 <Trolai | | Tiéo theo > | b Hovbe

Chon ching thu s thich hop dé dua xuéng danh sach bén dudi.
C6 thé chon chung thu s0 theo nhém dé co6 thé quan 1y ching thu s6 mdt cach dé dang
hon. D€ chon chung thu s6 theo nhom, chon nut “chon theo nhém™:

Chon nhom @

Tim kiém G, &

=% Nhom 1

=Y Nhom 3

userld (Mj<userl8@ca.gov.vn=
userl7 (Mj<userl7@ca.gov.vnz
user19 (Mj<user19@ca.gov.vnz
)
)

: user12 (Mj<user12@ca.gov.vn=
M)<userl1@ca.gov.vn>

P R ]

| chon | |  Theat |

Chon nhém ching thu sb can chon, bAm chon dé két thic qué trinh chon nhom, toan
bd ching thu s6 trong nhom s€ dugce lya chon dé ma tép dir lidu:
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Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

vSign - M \E\

)%GA Chiing thd so ma

Chifng thir s& hién c6 user1

userl9 (M)<userl9@ca.gov.vn> -
user07 (M)<userD7@ca.gov.vn>
userl4 (M)<userl4@ca.gov.vn> E
userls (M)<userl5@ca.gov.vn>

(M)

(M)

userl0 (M}<userl0@ca.gov.vn=
userf4 (M}<userl4@ca.gov.vn= -

E";Cho_n theo nhém

N M 0000 [ieenieonts
O userl2
O userd2
O user20
6 userls
6 userl?

O userl9

M)<userl2@ca.gov.vn> -
M)<user02Z@ca.gov.vn>
M)<user20@ca.gov.vn>
M)<userl8@ca.gov.vn> =
M)<userl7@ca.gov.vn>
M)<userl9@ca.gov.vn= -

P T T T e T e B

 <Trélai | | Tiéo theo > | b Hovbe

Nhig chimg thu s6 ¢ biéu twong dau “x” d6 1a cac ching thu sb bi hiy bo hodc 15i
can loai bo, kich dap chudt vao chung thu s6 nay de loai bo.

Chon ching thu s6 dé ma hoa dir li¢u.Nhap “Tiép theo” dé thuc hién tac vu ky s6/ bao
mat.

© Ele Edt ‘iew Insert Format  Tools  Message  Help

T = AB = o K
Send Paste Undao Check  Spelling Attach  Priority Sign Encrypt  Offline
G To: |
Bl Cc |
Subject: |
fial v[io v E B I UA ZIZEIE E = = L]

---BEGIN ENCRYPTED DATA----
TOBJAEEARWBDAFMACOBHAFMASQOBIADMARABRAEUASABBAD Y AQwBBAEDAS QBBAEMALIQBRAE
EAeABnAGcARgATAEIASQBJAEIAZABRAEKAQYBEAEQAQYBRAEDARYBIAHGALDWEBAEEASY
BCAGCATgEWAEIADQBZAF QALDQBsAF c ATwBNAFIAMABIAE cAdwBIAE QAW YBRAFEASWEEAE
|AUGBDAF kAW wADAGCAUQAYADgAZWEIAF cAYgArAELARDBOAGEAY QERADUADWEIAE gALY
BvAGOAYABF AGSATOBDAFkARWBBADEAYQBF AEEACWEIAGY AUQAYADIAZWEIMF gAVIBoAG
|AaQBCAGoAY QBIAF Y AdOBaAHKAQyAWAGEASABWAGIAS QBIAEAAdyBJAEUATgBVAGEA W
A1AGEASOBIAEIAbwEKAF EASQOBEAEWAIQAZAGUATAEBADAARWEDAF MACQBHAF MASQBIAD
MARABRAEUAQEBEAFEAVIBEBAEIASQBJAEIAQQBEDAGUAIQBIAGY AVyBpAHcAVBEAHALARA
B3AGIASQOE1ADCAdyBIAF UAS g BvAE cAKWBHAE Y AMwBIADgAUABSAECAMABLAHY AWABSAE
EAUwWEB1AHIALQBEWAEUAUAAIAE 0AMwEaAHEAABGAHLDACQBUAF Y AltwAxAGoANABwAHOARA
BYWAF MATwAIAE0A QB AEKAMIBXAF 0AaCBSAEcADWBIADKALDWESAHOARABZAHU ARy BYAH
MWASwBIADCASABVAF MAWBOAEKANABEAGMATOBIAGOATOBHAG gAagBIAESAMOBAAGKARA
AlAGsAMyBYWAFUACQBPAGIARGBOAHEARABKAF 0 ATyB1 AHMAY wAYADgAJLBIADY AdwBSAH
UAQYBTAGMAUGASAEIAY gBtAGEAY wAyAGwWAbgAWAEEAWBrAHQANWBNAGKADABOAGWATR
AZAFgASCOBpAHKAMABrAHY ARgBzAGgALQWE CAEDAYQBKAGKADQENAGKADLBRAC sALWBgAE
BAVOBHAGMAagBjAGUALwWATACsADgBLOAHCAY gBJAG cACWBAEWAYWABBAEASQBKAGOARA

PAAAHEAMARAAD A ARG AEA M AR AAE LAY AR AL A AP A A2 AV GBI AE A AKARTA Fwsh bAa B A b

Két qua hién ky s6 Clipboard khi thyc hién trong trinh soan thu ctia OutlookExpress.
2.5.3. Xac thuc chir ky/giai ma ngi dung thw
Khi nhan dugc thu di ky s6/ma hoa (vi du trén OutlookExpress) ta co 2 cach dé tién
hanh qua trinh xac thuc/gidi ma 1a : tr giao dién c¢6 ndi dung thu nhap Ctrl +D , tir biéu tuong
cua chuong trinh trén khay hé thong chon “Xac thyc — Bdo mat ndi dung” -> “Xéc thuc/giai

~9

ma .
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Khi chon mot trong 2 tac vu trén chuong trinh s€ tu dong phan tich ndi dung thong tin
va dua ra két qua.

¥ac thut - Bao mat ndi dung

hon chirng thur =3 gidi ma

rlguwen anh Tu (M) <tuna@ca. goy. wn =

Giao dién chon chimg thu sé dung dé giai ma dit lidu.

¥ac thu'c - Bao mat ndi dung

FHEFHY A bhue thanh céing !

koS ky MNguyen Anh Tu

ek T il k1762010 3:08:22 PM{GMT47)
D ligu ks

Zdng hia x3 hdi chi nghia wigk nam

ddic 13p - bt do - hanh phiic

I [ Copy wan Clipborad ] [ Thoak

Giao dién hién thi két qua qué trinh phan tich ndi dung thong tin.

2.6. Ky s6 danh sach tép PDF

DPé khoi dong chuong trinh xéac thyc va bao mat PDF, tir thuc don trén khay hé théng
chon “Xac thuc — Bao mat tai liéu PDF”.
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Xac thu'c - Bao mat tép
¥ac thure - Bao mat t3i liéu PDF

¥ac thurc - Bao mat ndi dung

Bao mat & dia

Quan ly ching thur sa theo nhom
Cau hinh hé thdng

Thing tin phan mém

Huréng dan =it dung
KEt thic

Giao dién chinh ctia chuong trinh nhu sau:

; P vSign - PDF v2.3

KY SO TAI LIEU PDF
Ky s6 danh sach ti titu PDF sir dung chimg thr s6.
: ach
@ Them | |© xsa e il
Tén tép Dung lugng
|, G Cu hinh nang cao | Naudi ky: [User Test<test@ca.gov.vn> v] \/

San sang

Chay:
- Phan mém vSign2.3 khong thiét ké chirc néing xdc thwc chiv ky cho tai liéu PDF,
nguwoi dung sé siv dung phan mém Adobe Reader dé xdc thuc tai liéu PDF.
- Sir dung phan mém Adobe Reader phién bin 8.0 tré 1én dé tao tép PDF va kiém tra
xdc thwc chir ky.
- Cdn phdi cdu hinh phian mém Adobe Reader truwéc khi xdc thuc chiv ky (vige ciu
hinh nay chi lam mgt lan sau khi cai ddt phan mém Adobe Reader.

Ky s6 tai liéu PDF gitup ngudi str dung tu dong gin chir ky s6 (dua trén ching thu sb
ctia nguoi su dung) vao tép tin dang PDF.Quy trinh thuc hién ky s6 nhu sau:
Budc 1: Chon danh sach tép pdf can ky sé bang cach kéo tha danh sach tép vao trong phan

\

mém, hodc nhap nut “Thém” tir giao dién chuwong trinh.
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; P vSign - PDF v2.3

KY SO TAI LIEU PDF

Ky 56 danh sach tai litu PDF sir dung chimg th sé.

@ tem | |© xéa |
Tén tép Dung lugng

Template.pdf 288.16 kb
Doc2.pdf 1.64Mb

l‘ 4 C3u hinh ndng cao ,| Ngurdi ky: [User Test<test@ca.gov.vn> v] v

San sang

Buwéc 2: Thém thong tin chit Ky, chon vi tri hién thi chit ky trén tai liéu pdf va thay d6i
hinh anh chi ky:
— Nhéap nat “Cau hinh nang cao”. Nhap 1y do ky va don vi.

vSign - PDF v2.3.3

KY SO TAI LIEU PDF

K s6 danh sach tai lidu PDF sit dung chimg the sé.

Cau hinh ky s6 nang cao

Thi€t Iap cac thudc tinh: Iy do ky, don vi va vi tri chir ky.

Ly do ky:

Bon vi: Viét Nam

Vi tri chir ky: Hinh @nh chir ky:
Trang: 1

Toa do chirky: 322.12;384.69

. Chon vi tri chirky |

San sang

— Nhéap nat “Chon vi tri chit ky” dé thay d6i vi tri chir ky. Nguoi dung co thé Iya chon
trang dat chir 19’/, va di chuyép hinh énh chir ky dé chon vi tri dat chit ky. Sau khi da
chon xong, nhap nut “Luu” d€ luu lai cau hinh vi tri chir ky:
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.
) Cau hinh vi tri chif ky [

eca

Cuc Chirng thuc s0 va Bao mat thong tin

Bia chi: 23 Ngay Nhur Kon Tum, (udn Thanh Xuin, Ha Nji I
Bign thogi: 14.37TIRG6GE

Fax: D4 37738660 ‘

Wiehsite: it/ fca.gov.am.

b4

Il ©)Tnide | Sau (3) Trang: 141 (XY): 69.22:376.70 2 L

—  Click chuét phai vao hinh anh chir ky dé thay doi:

Hinh anh chir ky:

Thiét I3p lai hinh anh mac dinh
Thay déi hinh anh chif ky
Luw hinh anh chir ky

—  Sau khi d4 nhap thong tin chit ky, nhap nut “Tiép theo” dé tiép tuc qua trinh ky sb.

Buwdce 3: Chon nguoi ky: Khi giao dién chinh cua chuong trinh hién thi 1én, phan mém s& tu
dong chon chung thu so dau tién tim thy trén kho “MY” clia Windows. Dong thoi, chuong
trinh s& kiém tra ching thu s6 dugc chon. Pé thay d6i ngudi ky, nguoi dung cam thiét bi
eToken ctia minh vao may tinh va nhap chon trong danh sach tha xudng:
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% R vSign - PDF v2.3

KY SO TAI LIEU PDF

Ky s6 danh sach tai lizu PDF sir dung ching thy so.

© mind [© %o ek

Tén tép Dung lugng
Template.pdf 288.16 Kb
Doc2.pdf 1.64Mb

|.~ﬁ C4u hinh ndng cao ,| Ngudiky: |User Test<test@ca.gov.vn> v

Buwéc 4: Cau hinh thu myc luu tép ky s6: Nhap nat cdu hinh hé thong & goc trén bén trai ctia
giao dién chuong trinh:

vSign - PDF v2.3

KY SO TAI LIEU PDF

Ky s6 danh séch tai litu PDF si dung ching thu s6.

= B
@ Them | |© x6a
Tén tép Dung lugng
Template.pdf 288.16 Kb
Doc2.pdf 1.64Mb

||-Q C&u hinh nang cao ,) Nguri ky: [User Test<test@ca.gov.vn>

San sang

- Chon thanh “PDF”:
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0 i
CAU HINH HE THONG

PDF  Kétngimang | C3u hinh ky 55 | Kiém bia ching thi s& |

@ Luutép ky s& cling thu muc tép géc

@ S0 dung thu muc m3c dinh d& luiu cac tép ky s§
Buidng din:
C\Users\AdministratoriDesktopiMew folder Thay ddi ...

) Cho phép ngudi ding chon thu mue luu tép ky s6

Tao thu muc con cho méi [En kj
Tén thu muc con 14 thdi gian thuc hién ky (vi du: 2014-09-08 090912)

- Tich chon “Luu tép ky so cung thu muc tép goc”: chuong trinh s€ luu tép sau
khi ky s cling thu muyc véi tép gbe.

- Tich chon “Str dung thu muc méc dinh dé luu cac teép ky 67 chuong trinh sé€
sir dung c4u hinh duong dan thu muc mic dinh dé luu tép ky sb.

- Tich chon “Cho phép ngudi ding chon thu muc luu tép ky sé: Chuong trinh s&
yéu cdu ngudi dung chon thu muc luu tép ky s6 mdi 1an thuc hién ky.

- Tich chon “Tao thu muc con cho mdi lan ky”: vé6i tuy chon nay chuong trinh
s€ ty dong tao mot thu muc con (co tén la thoi gian ky) trong thu muc luu t&p
ky s0.

Buéc 5: Nhip vao nat “Ky s6” dé bat dau qua trinh ky sé danh sach tép:

KY SO TAI LIEU PDF

Ky s6 danh séch tai litu PDF sir dung chimg th sé.

Ky s6 danh sach tép PDF ...

A" S5t8pda duocky: 0 S5 t&p chura dugcky: 0

= Template.pdf

Ky s6 danh sach tép pdf...

Nhap mat khau truy cap USB eToken.
- eToken
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ot

Enter the Token Password.

Token MName:

Token Password:
Current Language: EN
This is an unlicensed copy for evaluation use only.

- ST3:

ﬁ Tham tra PIM code:

PIM code: | |

5tr dung ban phim o

| Bingrhép | [ Hiybs

Hoan tat qua trinh ky s6:

KY SO TAI LIEU PDF

Ky 56 danh sich tai ligu PDF si dung chimg thu s6.

Ky s6 hoan thanh!
y

56 tép d duocky: 2 56 tép chura duoc ki 0
V4 Template.pdf | Template.signedLpdf |
+ Doc2.pdf Doc2.signed2.pdf

MG tEp dE ki | |yMé thumuchuuy |la t8p 88 ky oo

) Trekiy o Pine o

T ot P Y|
CUC CHUNG THUC SO VA BAOMAT THONG TIN. .

s A
San sang
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2.7. Kiém tra chir ky so va gidi ma tai liéu PDF
2.7.1. Céu hinh Adobe Reader
Trude khi kiém tra chir ky sb trén tai liéu PDF can phai cdu hinh phin mém PDF. Sau

khi cai dat Adobq Reader, chay chuong trinh Adobe Reader dé cAu hinh, tuy tung phién ban
s€ c6 giao dién hién thi khac nhau.

Comment Share

ADOBE’ READER X

Open a Recent File Acrobat.com Services

T demo_SIGED.pat @ Creat<PDF Online

] 373_QD63TTG.PDF
Share Files Using SendNow Online

T lecture10_note.pdf
T hatang.pdf
T How to Create Win32 Dialog Based Appli...

% open..

Easily Create a PDF File
Convert your files to PDF from work or home,
Learn More

Muc dich cdu hinh phan mém Adobe Reader dé sir dung va kiém tra duoc déu thoi
gian gan trén chir k¥ va lam cho phan mém tin twdng (trust) vao cac ching thu s6 (chimg thu
s6 Root, sub, timestamp, user,...).

Pé ciu hinh vao Edit->Preferences. ..

e

2

Shift+Ctrl+Z

Ctrl+X
Ctrl+C
Ctrl+V

Ctri+A

Select All
Deselect All Shift+Ctrl+A ADOBE’ READER X

Copy File to Clipboard

______ Open a Recent File Acrobat.c
...... ) demo_SIGNED.pdf @ Creal
Check Spelling

Look Up Selected Word... ﬁ 373_QDE3TTG, FDF % Share

ﬁ lectureld_note.pdf

Ctrl+F
Shift+Ctrl+F

., Find

Advanced Search

ﬂ hatang.pdf

Protection

Analysis 4 ﬁ How to Create Win32 Dialog Based Appli...

B Open...

Easily Create a PDF File

Accessibility

Preferences...

Giao dién hién thi, chon Security.
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Categories:

Digital Signatures

Commentin,
9 [¥] Verify signatures when the document is opened Advanced Preferences...
Documents

Full Screen [ View decuments in preview decument mode when signing

General
Appearance

Page Display
e — Mew...

3D & Multimedia

Accessibility Edit...
Forms

Identity Duplicate
International

Internet Delete
JavaScript

Measuring (2D)
Measuring (3D)
Measuring (Gec) Security Settings

Multimedia (legacy) [ Load security settings from a server
Multimedia Trust {legacy)
Online Services

Reading

Search X X = = —
— Settings must be signed by: Allow Any Certificate Browse...
Security (Enhanced)
Spelling

Tracker 2 Weeks 3 Months Ask before updating
Trust Manager
Units

Updater

Server Settings

URL:

Check every Week @ Month Update Now

LiveCycle Rights Management

Clear remembered account information... ]

Trong giao dién trén chon Advanced Preferences.... chon 6 “Secure Time
(e.g.timestamp) embedded in the signature if available, current time otherwire”.

—4 - |

[reation | Windows Integration |

When Verifying:

(@) Use the document-specified methed. Prompt if it is not available.

(21 Use the document-specified method. Use the default method if it is not available.

() Always use the default method (overrides the document-specified method].
Default Method for Verifying Signatures: | Adobe Default Security

Require certificate revocation checking to succeed whenever possible during signature verification
Dlgnore decument validation information
Verification Time

Verify Signatures Using:

The current time

_) The time at which the signature was created

Use expired timestamps

[ 0K ] ’ Cancel

Chon tab “Windows Intergration” dé c4u hinh tiép:
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Verfication | Creation | Windows integretion |

Validating Signatures

! e da!mg Tertmed _’ocumen!s

. L

- .
installed in Windows may be treated as trusted content. Care should be taken in enabling
this feature.

[ ok ][ conca |

Tich vao 6 “Enable searching the Windows Certificate Store for certificates other than
yours” va 6 “Validating Certified Documents”. Chon OK dé két thuc viéc cau hinh Adobe
Reader.
2.7.2. Kiém tra chix ky so trén tai liéu PDF
Mo tai liéu PDF da duogc ky (kich dap chudt 1én tép PDF dugc ky).

Eile Edit View Window bl

o
fEe=| 1| =[x ]| [H] B 2 | o7 Comment | Share
Qnmmwmm 54 Sqratre Ponet |
L]

Cong hoa xa héi chi nghta viét nam

DPéc Iap tu do hanh phuc

Kich dap chudt 1én chir ky s6 trén tai liéu PDF (6 mau do).
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sovtoerwereres (U=

The 'Secure PDF - Trung tam chung thuc dien tu chuyen
dung chinh phu’ plug-in used to create this signature could
not be found. To verify the signature you can, select an
alternate plug-in. However, for optimal results, it is
suggested you use "Secure PDF - Trung tam chung thuc
dien tu chuyen dung chinh phu':

Adobe Default Security -

[] save as default alternate method when verifying signatures

[ Use selected handler ] ’ Get signing handler... l l Cancel ]

The 'Secure PDF - Trung tam chung thuc dien tu chuyen
dung chinh phu' plug-in used to create this signature could
not be found. Te verify the signature you can, select an
alternate plug-in. However, for optimal results, it is
suggested you use 'Secure PDF - Trung tam chung thuc
dien tu chuyen dung chinh phu’:

lAdobe Default Security vl

I [/]'Save as default alternate method when verifying signatures; I

[ Use selected handler ] [ Get signing handler... l l Cancel l

Chon 6 “Save as default.....” va chon “Use selected handler”.

Signature Validation Status

Signature is VALID, signed by Le Quang Tung <tunglg@ca.gov.vnz,
- The Document has not been modified since this signature was applied.
- The signer's identity is valid.

E Legal Motice... i [ Signature Properties... ] [ Close

Dé xem chi tiét noi dung chir ky s chon “Signature Properties...”.
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Signature Properti u

Hl I@ Signature is VALID, signed by Le Quang Tung <tunglg@ca.gov.vns.

Summar_\,rl Document | Signer | Date/Time | Legal |

Signed by: ILE Quang Tung <tunglq@ca.gov.vn> Show Certificate...

Reason: ILE Quang Tung<tunglq@ca.gov.vn> da ky 1én van ban nay !

Date: |2011f03f28 14:41:03 +07'00" Location: INot available

Validity Summary

% The Document has not been modified since this signature was applied.
@ The signer's identity is valid.

69 Signature is timestamped.

Signature was created using Secure PDF - Trung tam chung thuc dien tu chuyen dung chinh

[ Validate Signature ] ’ Close

2.8. Bao mit o dia

Chuong trinh bao mat 6 dia giup ngudi sir dung tao cic 6 dia mat dé luu trir cc tai
liéu quan trong. Chuong trinh c6 02 chtrc nang chinh do6 1a tao 6 dia mat va mo 6 dia mat. Dé
chay chuong trinh, kich chudt phai vao biéu tugng chit “V” mau dé & goc phai dudi man hinh
chon “Béao mat 6 dia”.

1]
Xac thuc - Bao mdt tép
¥dc thuc - Bao mat tai iéu PDF E
Xac thuc - Bao mat ndi dung »
| Bdo mat & dia » Tao & dia mat .
- Quan ly chitng thu s& theo nhdm MG & dia mat &
Cdu hinh hé théing o
Théng tin phdn mém ¥
. oo (=} [} (+)
Huidng dan sir dung 2 g
Kt thiic P
| 0

2.8.1. Tao 6 dia mat

Bwée 1: Chon menu “Bao mat 6 dia”— “Tao 6 dia mat”.

Nhap ma PIN ciia USB Toke =

Lua chon thigt bi USB Token | VGCA eToken

Nhép vao mé PIN cho USBE Token:

Buwéc 2: Lya chon thiét bji USB Token thich hop.
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Nhap ma PIN cia USB Tokel

Lura chon thigt bi USE Token

Nhap vao ma PIN cho USB Tok|

Mhap ma FIM cia USE Toker

Lura chon thi€t bi USE Token | VISCA ST3Token j oK I

Mhap vao ma PIM cho USE Token: |

I tttttttttt‘

Giao dién chuong trinh tao 6 dia mat:

[Ehon cac T2p tin ERGRIEEAE

Céng | Tén USB Token | Tén tip tin YUk khéa |
woa khda |
Tao khda |

Mhap khda vao USE Token

o

Khoa d& ma & dia mat (uu trong USE Token)

Buring dan tép & dia mat

I | Tao&dTamétl

Dung lrgng & dia mat

|100 % MegaByte (" GigaByte Thodt |

Neéu chua tao khoa dé ma héa 6 dia mat hodc muon tao khoa méi dé ma hoa 6 dia tiep
tuc budc 5, néu cd khoa san va muon st dung khda cé san thi bé qua bude 5 sang budc 6.
Buwée 5: Dé tao khoa chon nat “Tao khoa™:
Biac khoa va ghi

Buréng din tép khda c3n tao
I ciikeyfile|

Chimng thur s& d& md khéa
| a73 (M)

Tao khoa |

Chon dudng dan dé luu tép khoa ma, chon chimg thu sé dé ma khoa (ching thu sb
nam trong thiét bi USB Token), sau d6 “tao khoa”.
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BEhi khoa vao LISE JokS

Chon OK, thong bao tao va ghi khéa vao USB Token thanh cong.

r I-_j-.
Théng béa [

Tao khda va ghi khda vao USB Token thanh cdng

Chon OK va thoat. Giao dién chuong trinh sau khi tao khoa xong.

' Chon céc Tap tin khoa trong USE Toke

Céing | Tén USE Token | T&n tap tin Uk khia
1 VGCA Token keyfie

mioa khoa

Mhap khda vao USE Token

Khéa d€ m3 & dia mat (uu trong USE Token)

Burdng din tép & dia mét

I | Taob'dTamétl

Dung lurgng & dia mat

IlUU (¥ MegaByte " GigaByte Thoat |

Budre 6: Tao 6 dia mat, kich dap chudt vao khoa luu trong thiét bi USB Token, nhap
cac thong so can thiét dé tao 6 dia mat.
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Chon cac Tap tin khoz

Cdng | Tén USE Token Tén tap tin K!Ch du,p dluot
=1 vao khda can
chon

T T T I

Tao khoa |

Mhap khda vao USE Token

khéa d& ma & dia mat Juu trong USE Token)

I token://slot/1/file keyfile Khoa dugc chon

Burang dan tép 4 dia mat [ I —
Chon dudng dan
tép luu 6 dia
Dung lrgng 6 dia mat mat

| o \EDISK Tacd

P

Ly I |
Il':":I ¥ MegaByte i~ GigaByte 1

Chon dung
lugng & dia mét

Chon nut “Tao 6 dia mat” dé tao 6 dia mat:

Sau khi tao xong, tép 6 dia mat s& dugc luu vao “dudng dan tép 6 dia mat”. Trudc khi
su dung phai sut dung chuong trinh “M¢ 6 dia mat” dé sir dung.

2.8.2. Mé 6 dia mat

bé mé 6 dia mat chon menu “Bao mat 6 dia”— “M¢& 6 dia mat”.
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Xac thu'c - Bao mat tép

Xac thuc - Bao mat tai liéu PDF

Xac thuc - Bao mat ndi dung »

Bao mat o dia » Tao 6 dia mat

Quan ly chimg thur sg theo nhém Md & dia mat
C3u hinh hé thdng
Thong tin phan mém

Hudng dan sir dung

K&t thac

Lya chon thi€t bj USB Token | VGCA eToken | oK |

Nhap vao ma PIN cho USE Token: Cancel ‘

Chon thiét bi USB Token twong tmg va nhap ma PIN cho thiét bi USB Token.

' B
o e ——

Ténd dia | Budng dan tép & dia mat Dung hrgng | Thudt todn M3 hda -

¢
o]
m

< | [T} 3

Khda sir dung dé giai m3 & dia (uu trong USB Token)
| token: /{slot/0/file khoabaomat ﬂ
I Buridng dan tap tin & dia mat

|- \ediabaoma =] chenTptn.. |

| Md & dia mat | Thodtra |

b

Buréc 2: Chon tén 6 dia trong danh sach “tén 6 dia”.
Buée 3: Chon khoa giai ma 6 dia duoc luu trong thiét bi USB Token.
Trong truong hop c¢6 nhidu khda ma, phai chon dung khoa mi can ding, néu khong sé
khong mé duoc 6 dia mat.
Budc 4: Chon tap tin 6 dia mat va gidi ma b dia.
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EETETTs.

Tén & dia | Dudng dan tép & dia mat | Dung luong | Thuit todn M3 héa | = I
S N

S .
1 | Tén 0 dia mat

[ e H: C:\EDISK 99ME MK1

L T
gt ]
|
g | ;
G M;
g
a0 i
4| ] 3

khéa sir dung d€ giai m3 & dia (uu trong USE Token) -

Ttoken://siot/ 1/fie keyfie Khoa giai ma 0
dia mat

Burang dan tap tino oa mat

C:\EDISK - Tap tin chira 6
|I ~ 1 dia mat

Bidng & dia mat Thodtra

Buée 5: mé 6 dia mat kich dip chud vao phan tén 6 dia mat dang &, hoic mo “My
Computer”:

o
— e

Organize v Include in library v Share with v New folder

.0 Favorites Name Date modified Type

B Desktop
& Downloads

This folder is en

%] Recent Places

Sau khi 6 dia mat dugc mo ngudi ding c6 thé sao chép hodc tao nhitng dit liéu quan
trong can bao mat vao 6 dia nay. Khi khong dung 6 dia mat nay, phai dong ¢ dia mat lai.
Buwdce 6: Dong 6 dia mat, chon 6 dia méat can dong va chon nut “Péng 6 dia mat”.

62/ 65



Tai liéu phuc vu tap huan s dung phan mém xac thuc, bao mat

ﬁthuongtﬁnhgiaimod' | - S|

Tén & dia | Dudng dan tép & dia mat

| Dung lrgng | Thuat todn M3 hda

| -

g

o

y aH:

= R

99ME  ME1

gt ]
|
g | ;
G M;
g
g 0

4| m

Chon & dia méa
can dong

khéa sir dung d€ giai m3 & dia (uu trong USE Token)

| token: //slotf1/file ke yfie
Buing dan t3p tin & dia mat

| C:\EDISK

Thoat ra

Bidng & dia mat |

=}

Chon Tap tin...

Khi thoat khoi chuong trinh, toan bo 6 dia mat dang mé sé tu dong dong lai.

Cha y:

Khéa bio mdt 6 dia dwgc mda hoa bing chirng thw sé ma cua ngwoi sw dung va
nguwoi sw dung phdi luu lai khoa dé tranh truwong hop hong hodc mdt thiét bi USB Token

va khéng mé lai dwoc 6 dia mat.

Néu trwong hop mit hoiic héng thiét bi cé thé xin cdp thiét bi mdi va nhip chirng
thu so0 ma cii vao thiét bi USB Token (xin cdp lai chirng thw sé ma dwoc luu tai Cuc Chung
thuc so va Bdo mdt thong tin), sau do sw dung chirc nang nhdp khoa vao thiét bi USB

Token, tim khéa da luu dé nhdp lai.
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'- T&p tin khaa g I
RNE » corpi v oscor T semose 5]

Organize * Mew folder

e

. Favorites

Bl Desktop
& Downloads
‘E—-—_‘l Recent Places

- Libraries
@ Documents

J‘l Music

[ Pictures

E Yideos

1% Computer
& os(c)

gd. SRecycleBin ~ 4|

MName

. autoexec.bat

“ config.sys

| chochocho

_ | debugldld et
dell.sdr

| freefallprotection.log

4 | ghosttib

__| header

al bibadfil o

Date modified

11/06/2009 4:42 54  Windows Batch F
11/06/2009 4:42 SA  System file
26/04/20111:38 CH  File

07/04/2011 7:56 SA Text Document
26/11/2010 6:35 5A  SDR File
26/11/2010 4:47 SA Text Document
21/01/2011 3:47 5A  TIB File
21/04/2011 419 CH  File

oAsocondd 242 o0 et Eile

|| keyfile

05/05/2011 445 CH  File

UTRATLLATTIT

= pagefile.sys

[ FL L T L e T AL DULUTTIETTL

04/05/2011 213 CH  System file

File name: keyfile

Sau d6 m¢é 6 dia mat nhu phan “ma 6 dia mat”.

~ | Tét ca cac Taptin ()

I Open |vl [ Cancel
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3. Két luan

B cong cu ky s6 GCA-01 c6 thé dap tmg tt cac nhu cau bao mat va xac thyc tai liéu
dién tir trong cac co quan nha nudc, tuy nhién trong qua trinh xay dung va trién khai bd cong
cu ky s6 GCA-01 s& khong tranh khoi mot s 131, sai sot, do vay ching t61 rat mong mudn cac
co quan don vi trong qua trinh trlen khai, str dung bg cong cu ky s6 GCA-01 dong gop cac y
kién, nhan xét ¢ chung toi phat trién va hoan thién san pham hon nita dé phuc vu t6t nhiém
vu bdo mat va xac thuec tai liéu dién tir cho cac co quan thudc hé thong chinh tri.

Dia chi lién hé:

Cuc Chung thuc s6 va Bao mat thong tin

bia chi: 23 Nguy Nhu Kon Tum, Thanh Xuan, Ha Noi
Dién thoai: 04.37738668

Fax: 04.37738668

Email: info@ca.gov.vn

Website: http://ca.gov.vn

Bo phén hd tro trién khai:
Lé Quang Huy

Mobile: 0918.491930

Email: lequanghuy@ca.gov.vn

B0 phian hd tro tich hop ing dung:
Lé Quang Tung

Mobile: 0913.062590

Email: tunglg@ca.gov.vn

Bo phén hd tro cap ching thu so:
Nguyén Hoang Diép

Mobile: 0915.981708

Email: diepnh@ca.gov.vn
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